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AES256IP Demo Instruction

Rev1.03 31-May-2023

This document describes the instruction to demonstrate the operation of AES256IP on
FPGA development boards. In the demonstration, AES256IP are used to encrypt and decrypt
data between two memories in FPGA. User can fill memory with plain or cipher data patterns,
set encryption/decryption key and control test operation via Nios II Command Shell.

1 Environment Setup

To operate AES256IP demo, please prepare following test environment.
1) FPGA development board
- Agilex F-series development kit
- Arria10 SoC Development board
2) Test PC.
3) Micro USB cable for JTAG connection connecting between FPGA boards and Test PC.
4) Quartus programmer for programming FPGA and Nios Il command shell, installed on PC.
5) SOF file named “AES256.sof” (To download these files, please visit our web site at
www.design-gateway.com)

: I‘
k_o] — Power adapter

Figure 1-1 AES256IP demo environment on Agilex F-series board
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Figure 1-2 AES256IP demo environment on Arria10 SoC board

31-May-23 Page 2



AES2561P-instruction-intel-en.docx m

2 FPGA development board setup

1) Make sure power switch is off and connect power supply to FPGA development board.
2) Connect USB cables between FPGA board and PC via micro-USB ports.
3) Turn on power switch for FPGA board.
4) Open Quartus Programmer to program FPGA through USB-1 by following step.
i) Click “Hardware Setup...” to select
- AGF FPGA Development Kit [USB-1] for Agilex F-series
- USB-Blasterll [USB-1] for Arria10 SoC
i) Click “Auto Detect” and select FPGA number.
iii) Select FPGA device icon (Agilex or A10SoC).
iv) Click “Change File” button, select SOF file in pop-up window and click “open” button.
v) Check “program”.
vi) Click “Start” button to program FPGA.
vii) Wait until Progress status is equal to 100%.

%
ch Intel FPGA e
Q | i) Click Hardware Setup -> USB-1 | vii) Wait until Progress = 100% |
. Y
i vii
.'; Hardware Setup.“TTAGF FPGA Development Kit [USB-1] Mode:  JTAG - Progress: 100% (Successful) l|
V| Enable real-time ISP to allow background programming when available
Device Checksum Usercode Program/ Verify Blank- | Examine  Security Erase ISP
Configure Check Bit CLAMP

r pgfb014r24a2e3wrd 3F2C87C5 3F2C87C5 v

nnnnn > v) Check “Program”

# Add Device...

DI
o U

TDO

Figure 2-1 FPGA Programmer for Agilex
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@ Quartus Prime Programmer Pro Edition - [AES.cdf] - m] X
File Edit View Processing Tools Window Help Search Intel EPGA e
- | i) Click Hardware Setup -> USB-1 | vii) Wait until Progress = 100% |

i vii
SB-Blasterll [USB-1] Mode: | JTAG > Progress: 100%(5uccessful)j

V| Enable real-time ISP to allow background programming when available
File Device Checksum Usercode Program/  Verify Blank-  Examine  Security Erase ISP I
Configure. Check Bit CLAMP

i ii) Select FPGA number [l R T ° | | | | n m n n

1 Stop
° <none> SOCVHPS 00000000  <none> v) Check “Program”
88 Auto Detect™ T ones 5M2210Z 00000000  <none>
¥ Delete <none> 5M2210Z 00000000 <none>
M Add File... iv) Click “Change File” button -> Select sof file |
iv > =
B Change File
£ Save File
=g . sssssssns TTTTTTIT
Add Device... n O " = " O
_— : : : H : :
i i — :
H = H H H
I%Down r.‘-l.llll.l—l.l_ L SassmEaEs LT
10ASO66N3F40 SOCVHPS 5M2210Z 5M2210Z
TDO

-~

Figure 2-2 FPGA Programmer for A10SoC

For A10SoC after program SOF file complete, Quartus Prime will show popup message of
Intel FPGA IP Evaluation Mode Status as shown in Figure 2-3. Please do not press cancel
button.

% Intel FRGA P Evaluation Mode Status >
ick Cancel to stop using Intel FPGA IP Evaluation Mode |

Time remaining: 00:58:50

| Cancel |

Figure 2-3 Intel FPGA IP Evaluation Mode Status
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3 Nios Il Command Shell

User can fill RAMs with plain or cipher data patterns, set encryption/decryption key and
control test operation via Nios Il Command Shell. When configuration is completed,
AES256demo command menu will be displayed as shown in Figure 3-1. The detailed information
of each menu is described in topic 4.

Altera Nios2 Command Shell
Version 20.4, Build 72

: $ nios2-terminal.exe
nios2-terminal: connected to hardware target using JTAG UART on cable
nios2-terminal: "USB-BlasterII [USB-1]", device 1, instance @
nios2-terminal: (Use the IDE stop button or Ctrl-C to terminate)

AES256ENC Version = ©x00003442
AES256DEC Version = ©x00003442

++++++ AES256 Demo Menu ++++++
1. Set rEncKeyIn and rDecKeyIn
2. Show Data Memory

3. Fill Plain Data Memory

4. Fill Cipher Data Memory
5. Encrypt Data
6. Decrypt Data
C

hoice:

Figure 3-1 Nios Il Command Shell
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4 Command detail and testing result

4.1 Set encryption/decryption key

Step

a)
b)

to set encryption key and decryption key as follows

Select “1. Set rEncKeyln and rDecKeyln”.

Current encryption key will be displayed on Nios || Command Shell as shown in Figure
4-1.

Set new encryption key: User is allowed to input new key in hex format or press “enter”
to skip setting new key. Then the current encryption key is printed again.

Current decryption key will be displayed on Nios || Command Shell.

Set new decryption key: User is allowed to input new key in hex format or press “enter”
to use rEncKeyln as rDecKeyln. Then the current decryption key is printed again.

++++++ AES256 Demo Menu ++++++
1. Set rEncKeyIn and rDecKeyIn
2. Show Data Memory

3. Fill Plain Data Memory

4.
5
6
C

ho.

+++

Fill Cipher Data Memory
. Encrypt Data

Decrypt Data

ice: 1

Set rEncKeyIn and rDecKeyIn +++
rEnckeyIn = 8x8080000000000000000000000000000000000000000000000000000000000000
(enter to skip)= ©x©0112233445566778899aabbccddeeffe0112233445566778899%aabbccddeeff
new rEnckKeyIn 8x00112233445566778899AABBCCDDEEFFE0112233445566778899AABBCCDDEEFF

rDecKeyIn = 8x2000000000000200000000000000000000000080000000000000000000080000

(enter to use rEncKeyIn)= ©@x

31-May-23

new rDecKeyIn = 8x80112233445566778899AABBCCDDEEFFO0112233445566778899AABBCCDDEEFF

Fiqure 4-1 Set rEncKeyln and rDecKeyln example

Page 6



AES2561P-instruction-intel-en.docx m

4.2 Show Data Memory

To show data in memory, user can select “2. Show Data Memory” and input the desired
number of 128-bit data to show. Both plain data and cipher data will be displayed in table-form
as shown in Figure 4-2. User can press “enter” key to skip putting the number of data, then Nios
I Command Shell will display five rows (default value) of 128-bit plain data and 128-bit cipher
data at address 0x0000-0x004F.

++++++ AES256 Demo Menu ++++++
. Set rEncKeyIn and rDecKeyIn
. Show Data Memory
. Fill Plain Data Memory
. Fill Cipher Data Memory
. Encrypt Data
Decrypt Data
ice: 2

+++ Show Data Memory +++
Number of 128-bit Data in decimal (enter = 5):

Plain Data Cipher Data

00000000 0000000 0V0PEEEE OO

00000000 00OBOE0e DDPOEOEE BOBOEEEO ©0POOEED BOBVEORO DPOEPEBe 0BBoe
00000000 00OBOE0e DDPOEOEE BOBOEEEO ©0POOEED BOBVEORO DPOEPEBe 0BBoe
00000000 00000000 00OOCOED DOPOECEE ©0OPOOEED POE0EOEE 0O0EPEPe 0000
00000000 00OBOE0e DDPOEOEE BOBOEEEO ©0POOEED BOBVEORO DPOEPEBe 0BBoe

Figure 4-2 Displayed Data when press “enter’ key
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4.3 FillP

lain Data Memory

Step to fill plain data in memory as follows

a) Select “3. Fill Plain Data Memory”.
b) There are four pattern to fill memory.

a. zero pattern

b. 8-bit counter
c. 16-bit counter
d. 32-bit counter

c) Whole plain-data memory is filled with selected data pattern.

++++++ AES256 Demo Menu ++++++
. Set rEncKeyIn and rDecKeyIn
2. Show Data Memory
. Fill Plain Data Memory
. Fill Cipher Data Memory
. Encrypt Data

Decrypt Data
ice: 3

+++ Fill Plain Data Memory +++

a.
b.
cr

zero pattern
8-bit counter
16-bit counter

. 32-bit counter

31-May-23

Plain Data

©FBGEEDOC ©BOAG908 07060504
1F1E1D1C 1B1A1918 17161514
2F2E2D2C 2B2A2928 27262524
3F3E3D3C 3B3A3938 37363534
4FAE4ADAC 4B4A4948 47464544

@3020100
13121118
23222120
33323130
43424146

Cipher Data

©00B00e OBV ©BBoBoee BoBBoLee
000B00e OB oo BB
©00B00e BB Lo BB
00000000 ©PPPOPPe PELVOEoe B00eeee

Figure 4-3 Displayed Data when select pattern b
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4.4 Fill Cipher Data Memory
Step to fill Cipher data in memory as follows

a) Select “4. Fill Cipher Data Memory”.
b) There are four pattern to fill memory.
a. zero pattern
b. 8-bit counter
c. 16-bit counter
d. 32-bit counter
c) Whole cipher-data memory is filled with selected data pattern.

++++++ AES256 Demo Menu ++++++
1. Set rEncKeyIn and rDecKeyIn
2. Show Data Memory

3. Fill Plain Data Memory

4. Fill Cipher Data Memory

5. Encrypt Data

6. Decrypt Data

Choice: 4

+++ Fill Cipher Data Memory +++
a. zero pattern
b. 8-bit counter
c. 16-bit counter
d. 32-bit counter
2 (e

Plain Data Cipher Data

OFOEGDOC ©OBOAO9O8 07060504 ©3020100

1F1E1D1C 1B1A1918 17161514 13121110  O©OOOFOOOE ©00D000C OOOBOOOA 00090003
2F2E2D2C 2B2A2928 27262524 23222120 K 00170016 00150014 00130012 00110010
3F3E3D3C 3B3A3938 37363534 33323130 # ©01FOOL1lE ©01D001C ©01BOO1A ©01950018
4F4E4DAC 4B4A4948 47464544 43424140 | 00270026 00250024 00230022 00210020

Figure 4-4 Displayed Data when select pattern ¢
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4.5 Encrypt

Select “5. Encrypt” to encrypt plain data in memory. User can input the desired number of
plain data to encrypt or press “enter” key to encrypt five 128-bit plain data. When the encryption
process is finished, DpRamz2 will be filled with cipher data from AES256ENC.

++++++ AES256 Demo Menu ++++++
1. Set rEncKeyIn and rDecKeyIn
2. Show Data Memory

3. Fill Plain Data Memory

4. Fill Cipher Data Memory

5. Encrypt Data

6

C

. Decrypt Data
hoice: 5

+++ Encrypt +++
Number of 128-bit Data in decimal (enter = 5):

Plain Data Cipher Data

OFOEGDOC OBOAGSO8 07060504 03020100

1F1E1D1C 1B1A1918 17161514 13121110 22588148 85F97EGE 539CCO61 3346D8F4
2F2E2D2C 2B2A2928 27262524 23222120 ESC22525 S0A004SE 8DFB21FS 83DFA464
3F3E3D3C 3B3A3938 37363534 33323130 | DO697778 3DS8BEAES 191AD8B6 8043082B
4F4E4DAC 4B4A4948 47464544 43424140 E156BF4B 26D86SEC 6CBFFD4E EC1OF657

Figure 4-5 Nios Il Command Shell after finished encryption process
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4.6 Decrypt

Select “6. Decrypt” to decrypt cipher data in memory. User can input the desired number of
cipher data to decrypt or press “enter” key to decrypt five 128-bit Cipher data. When the
decryption process is finished, DpRam1 will be filled with plain data from AES256DEC.

++++++ AES256 Demo Menu ++++++
. Set rEncKeyIn and rDecKeyIn
. Show Data Memory
. Fill Plain Data Memory
. Fill Cipher Data Memory
. Encrypt Data
. Decrypt Data

Choice: 6

+++ Decrypt +++
Number of 128-bit Data in decimal

Plain Data Cipher Data
. : .3
D619AA4B S4EFE3C8 B6FF3D2A 1F3740B6

48C42393 694AESE1 74FEBE78 CS5CFSE18 | ©OOOFOOOE ©00D000C ©00BOOOA 00050008
A41BA440 FB6OC465 9202A7D5 DSC25A6A 00170016 00150014 00130012 00110010
FD7B8A2S 2B3FF4B5 27B465BC SFES8CFE | ©01FOOLE ©01D001C ©01BOO1A ©0190018
762F890C D1FC54FE ASD13EC8 2F23C4ES 00270026 00250024 00230022 00210020

Figure 4-6 Nios || Command Shell after finished decryption process
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5 Revision History

Revision Date Description
1.00 10-Sep-2021 | Initial version release
1.02 27-Oct-2022 | Update description for new design
1.03 15-Nov-2022 | Correct reference figure number.
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