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AES256XTS IP Demo Instruction

Rev1.00 2-Jun-2023

This document describes the instruction to demonstrate the operation of AES256XTSIP on
FPGA development boards. In the demonstration, AES256XTSIP are used to encrypt and
decrypt data between two memories in FPGA. User can fill memory with plain or cipher data
patterns, set encryption key, tweakable key, Initialization Vector (IV) and control test operation
via Nios || Command Shell.

1 Environment Setup

To operate AES256XTSIP demo, please prepare following test environment.

1) FPGA development board
- Agilex F-series development kit. or
- Arria10 SoC Development board.
2) Test PC.
3) Micro USB cable for JTAG connection connecting between FPGA boards and Test PC.
4) Quartus programmer for programming FPGA and Nios Il command shell, installed on PC.
5) SOF file named “AES256XTS.sof” (To download these files, please visit our web site at
www.design-gateway.com)

B ‘ —
np Power adapter

Fiqure 1-1 AES256XTSIP demo environment on Agilex F-series board

2-Jun-23 Page 1


http://www.design-gateway.com/

AES256XTSIP-instruction-intel-en.docx m

i Arria10 SoC [

=
o/

& &
e
)

.| Power adapter

lu‘:jl

=Y

Figure 1-2 AES256XTSIP demo environment on Arria10 SoC board
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2 FPGA development board setup

1) Make sure power switch is off and connect power supply to FPGA development board.
2) Connect USB cables between FPGA board and PC via micro-USB ports.
3) Turn on power switch for FPGA board.
4) Open Quartus Programmer to program FPGA through USB-1 by following step.
i) Click “Hardware Setup...” to select
- AGF FPGA Development Kit [USB-1] for Agilex F-series
- USB-Blasterll [USB-1] for Arria10 SoC
i) Click “Auto Detect” and select FPGA number.
iii) Select FPGA device icon (Agilex or A10SoC).
iv) Click “Change File” button, select SOF file in pop-up window and click “open” button.
v) Check “program”.
vi) Click “Start” button to program FPGA.
vii) Wait until Progress status is equal to 100%.

%
ch Intel FPGA e
Q | i) Click Hardware Setup -> USB-1 | vii) Wait until Progress = 100% |
. Y
i vii
.'; Hardware Setup.“TTAGF FPGA Development Kit [USB-1] Mode:  JTAG - Progress: 100% (Successful) l|
V| Enable real-time ISP to allow background programming when available
Device Checksum Usercode Program/ Verify Blank- | Examine  Security Erase ISP
Configure Check Bit CLAMP

r pgfb014r24a2e3wrd 3F2C87C5 3F2C87C5 v

nnnnn > v) Check “Program”

# Add Device...

DI
o U

TDO

Figure 2-1 FPGA Programmer for Agilex
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@ Quartus Prime Programmer Pro Edition - [AES.cdf] - m] X

File Edit View Processing Tools Window Help Search Intel FPGA e

vii) Wait until Progress = 100% |

= | i) Click Hardware Setup -> USB-1 |

i vii
SB-Blasterll [USB-1] Mode: | JTAG > Progress: 100%(5uccessful)j

V| Enable real-time ISP to allow background programming when available
File Device Checksum Usercode Program/  Verify Blank-  Examine  Security Erase ISP I
Configure. Check Bit CLAMP

i ii) Select FPGA number [l R T ° | | | | n m n n

1 Stop
° <none> SOCVHPS 00000000  <none> v) Check “Program”
88 Auto Detect™ T ones 5M2210Z 00000000  <none>
¥ Delete <none> 5M2210Z 00000000 <none>
M Add File... iv) Click “Change File” button -> Select sof file |
iv > =
B Change File
£ Save File
=g . sssssssns TTTTTTIT
Add Device... n O " = " O
_— : : : H : :
i i — :
H = H H H
I%Down r.‘-l.llll.l—l.l_ L SassmEaEs LT
10ASO66N3F40 SOCVHPS 5M2210Z 5M2210Z
TDO

-~

Fiqure 2-2 FPGA Programmer for A10SoC

For A10SoC after program SOF file complete, Quartus Prime will show popup message of
Intel FPGA IP Evaluation Mode Status as shown in Figure 2-3. Please do not press cancel

button.

% Intel FRGA P Evaluation Mode Status >

ick Cancel to stop using Intel FPGA IP Evaluation Mode |

Time remaining: 00:58:50

| Cancel |

Figure 2-3 Intel FPGA IP Evaluation Mode Status
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3 Nios Il Command Shell

User can fill RAMs with plain or cipher data patterns, set encryption key, set tweakable key,
IV and control test operation via Nios || Command Shell. When configuration is completed,
AES256XTSdemo command menu will be displayed as shown in Figure 3-1. The detailed
information of each menu is described in topic 4.

Altera Nios2 Command Shell
Version 20.4, Build 72

2 $ nios2-terminal.exe
nios2-terminal: connected to hardware target using JTAG UART on cable
nios2-terminal: "USB-BlasterII [USB-1]", device 1, instance @
nios2-terminal: (Use the IDE stop button or Ctrl-C to terminate)

AES256XTSENC Version
AES256XTSDEC Version = @x©001e440

++++++ AES256XTS Demo Menu ++++++
1. Set rEncEKeyIn and rDecEKeyIn

2. Set rEncTKeyIn and rDecTKeyIn

3. Set rEncIvIn and rDecIvIn

4. Show Data Memory

5. Fill Plain Data Memory

6. Encrypt Data

7. Fill Cipher Data Memory

8. Decrypt Data

C

hoice:

Figure 3-1 Nios Il Command Shell
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4 Command detail and testing result

4.1 Set encryption key
Step to set encryption key as follows

a) Select “1. Set rEncEKeyln and rDecEKeyIn”.

b) Current rEncEKeyln will be displayed on Nios || Command Shell as shown in Figure
4-1.

c) Set new rEncEKeyln: User is allowed to input new key in hex format or press “enter”
to skip setting new key. Then the current encryption key is printed again.

d) Current rDecEKeyln key will be displayed on Nios Il Command Shell.

e) Set new rDecEKeyln key: User is allowed to input new key in hex format or press
“‘enter” to use rEncEKeyln as rDecEKeyIn. Then the current decryption key is printed
again.

AES256XTSDEC Version = ©x80010440

++++++ AES256XTS Demo Menu ++++++
1. Set rEncEKeyIn and rDecEKeyIn
2. Set rEncTKeyIn and rDecTKeyIn
3. Set rEncIvIn and rDecIvin

4. Show Data Memory

5. Fill Plain Data Memory

6

7

]

C

. Encrypt Data

. Fill Cipher Data Memory
. Decrypt Data

hoice: 1

+++ Set rEncEKeyIn and rDecEKeyIn +++
rEncEkeyIn= 8x0006000080000000008000000000000000000000800000000080000000008000
(enter to use rEncEKeyIn)= ©x8011223344556677889%aabbccddeeff00112233445566778899aabbccddeeff
new rEncEKeyIn= 6x80112233445566778899AABBCCDDEEFF80112233445566778899AABBCCDDEEFF

rDecEKeyIn= ©x8000000000600000680000000000000000008060600600000000000000000060
(enter to use rEncEKeyIn)= @x
new rDecEKeyIn= ©x00112233445566778899AABBCCDDEEFF00112233445566778899AABBCCDDEEFF

Figure 4-1 Set rEncEKeyln and rDecEKeyln example
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4.2 Set tweakable key
Step to set tweakable key as follows

a)
b)

Select “2. Set rEncTKeyln and rDecTKeylIn”.

Current rEncTKeyln will be displayed on Nios || Command Shell as shown in Figure
4-2.

Set new rEncTKeyln: User is allowed to input new key in hex format or press “enter”
to skip setting new key. Then the current encryption key is printed again.

Current rDecTKeyln will be displayed on Nios || Command Shell.

Set new rDecTKeyln: User is allowed to input new key in hex format or press “enter”
to use rEncTKeyln as rDecTKeyln. Then the current decryption key is printed again.

++++++ AES256XTS Demo Menu ++++++
1. Set rEncEKeyIn and rDecEKeyIn
2. Set rEncTKeyIn and rDecTKeyIn
3. Set rEncIvIn and rDecIvIn

4. Show Data Memory

Eo
6
7
8
[@

ho

Fill Plain Data Memory

. Encrypt Data
. Fill Cipher Data Memory

Decrypt Data
ice: 2

+++ Set rEncTKeyIn and rDecTKeyIn +++

rEncTKeyIn= ©x8000000800000000000000000000000000000000000000000000000000000000

(enter to use rEncTKeyIn)= ©6x812345678%abcdef@123456789%abcdef@123456789%abcdef@123456789%abcedef

new rEncTKeyIn= ©x812345678SABCDEF@123456789ABCDEFO123456789ABCDEF@123456789ABCDEF

rDecTKeyIn= ©x80000002800000000000000000000000000000000000000000000000000000000

(enter to use rEncTKeyIn)= ©x

2-Jun-23

new rDecTKeyIn= ©x812345678SABCDEF@123456789ABCDEFO123456789ABCDEF@123456789ABCDEF

Figure 4-2 Set rEncTKeyln and rDecTKeyln example

Page 7



AES256XTSIP-instruction-intel-en.docx m

4.3 Set encryption/decryption IV

Step to Set encryption/decryption IV as follows

a)
b)
c)

Select “3. Set rEnclvin and rDeclvin”.

Current rEnclvin will be displayed on Nios II Command Shell as shown in Figure 4-3.

Set new rEnclvin: User is allowed to input new IV in hex format or press “enter” to skip
setting new key. Then the current encryption IV is printed again.

Current rDeclvin will be displayed on Nios Il Command Shell.

Set new rDeclvin: User is allowed to input new IV in hex format or press “enter” to use
rEnclvin as rDeclvin. Then the current decryption IV is printed again.

1. Set rEncEKeyIn and rDecEKeyIn
2. Set rEncTKeyIn and rDecTKeyIn
3. Set rEncIvIn and rDecIvIn

4. Show Data Memory

5o
6
7
8
C

Fill Plain Data Memory

. Encrypt Data
. Fill Cipher Data Memory

Decrypt Data

hoice: 3

+++ Set rEncIvIin and rDecIvIn +++

rEncIvin= 9x80000000000000000000000000000000

(enter to use rEncIvIn)= 8x812345678%abcdef8123456789abcdef

new rEncIvin= 9x@123456789ABCDEF@123456789ABCDEF

rDecIvin= ©x90000000000000000060000000000000

(enter to use rEnclvIn)= @x

2-Jun-23

new rDecIvIin= ©x8123456789ABCDEF@123456789ABCDEF

Figure 4-3 Set rEnclvin and rDeclvin example
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4.4 Show Data Memory

To show data in memory, user can select “4. Show Data Memory” and input the desired
length of data in byte to show. Both plain data and cipher data will be displayed in table-form as
shown in Figure 4-4. User can press “enter” key to skip putting the number of data, then Nios II
Command Shell will display 64 bytes (default value) of plain data and cipher data at address
0x0000-0x003F in four rows of table.

++++++ AES256XTS Demo Menu ++++++
1. Set rEncEKeyIn and rDecEKeyIn
2. Set rEncTKeyIn and rDecTKeyIn
3. Set rEncIvIn and rDeclIvIn

4. Show Data Memory

5. Fill Plain Data Memory

6

7

8

C

. Encrypt Data

. Fill Cipher Data Memory
. Decrypt Data

hoice: 4

+++ Show Data Memory +++
Number of Data in byte (enter = 64):

Plain Data Cipher Data

I 7 . .Co.... F .o..... 3 .4..... 7 .8..... B .C F
00000000 DOOCBEEO 0DOOOOOE COOPEEEE 00000 PPOPBEe 0o oo
00000000 DDOEBED 0DOPOODE DDOPOEEE ©000E0e PPOPDEBE 000D ©BBeBoo
00000000 BBEEEEEO 00000000 ©OOBEEEEe 00000000 B0B0BBEE 00008 BB
00000000 BOOBBEEE CPPPLELE BOBPEEEE ©0PPEPE PPBPEBEe PO BB

Figure 4-4 Displayed Data when press “enter” key
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4.5 Fill Plain Data Memory
Step to fill plain data in memory as follows

a) Select “5. Fill Plain Data Memory”.
b) Input the desired length of data in byte. User can press “enter” to encrypt 16 Byte
plain data. user can select data pattern.
c) There are four pattern to fill memory.
a. zero pattern
b. 8-bit counter
c. 16-bit counter
d. 32-bit counter
d) Whole plain-data memory is filled with selected data pattern.

++++++ AES256XTS Demo Menu ++++++
. Set rEncEKeyIn and rDecEKeyIn
. Set rEncTKeyIn and rDecTKeyIn
. Set rEncIvin and rDecIvIn
. Show Data Memory
. Fill Plain Data Memory
. Encrypt Data
. Fill Cipher Data Memory
Decrypt Data
ice: 5

+++ Fill Plain Data Memory +++

Length of Plain Data in byte (enter = 16): 40
a. zero pattern

b. 8-bit counter

c. 16-bit counter

d. 32-bit counter

Choice: b

Length of Plain Data : 4@

Plain Data Cipher Data

00010203 04050607 ©8090AGB ©CODOEGF
10111213 14151617 18191A1B 1CID1E1F | ©000600 00000080 YL BYLLeeee
20212223 24252627 00000000 00060000 00006000 00000060 B0 BB

Figure 4-5 Displayed Data when select pattern b
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4.6 Encrypt

Select “6. Encrypt” to encrypt plain data in memory. When the encryption process is
finished, both plain data and cipher data will be displayed in table-form as shown in Figure 4-6.

++++++ AES256XTS Demo Menu ++++++
1. Set rEncEKeyIn and rDecEKeyIn
2. Set rEncTKeyIn and rDecTKeyIn
3. Set rEncIvIn and rDecIvIn

4. Show Data Memory

5. Fill Plain Data Memory

6

7

8

&

. Encrypt Data

. Fill Cipher Data Memory
. Decrypt Data

hoice: 6

+++ Encrypt +++
Length of Plain Data : 4@

Plain Data Cipher Data

“hocooa 7 atdacooo H oBacons F
00010203 04050607 ©8090A0B ©CODOEOF
10111213 14151617 18191A1B 1C1D1E1F | 17C7B3ED D41A3B1D 89D3EES54 302BAFSA
20212223 24252627 00000000 00000000 @ DBDES5517 61A831CD 00060000 00000000

Fiqure 4-6 Nios Il Command Shell after finished encryption process
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4.7 Fill Cipher Data Memory
Step to fill Cipher data in memory as follows

a) Select “7. Fill Cipher Data Memory”.
b) Input the desired length of data in byte. User can press “enter” to decrypt 16 Byte
Cipher data. user can select data pattern.
c) There are four pattern to fill memory.
a. zero pattern
b. 8-bit counter
c. 16-bit counter
d. 32-bit counter
d) Whole cipher-data memory is filled with selected data pattern.

++++++ AES256XTS Demo Menu ++++++
1. Set rEncEKeyIn and rDecEKeyIn
2. Set rEncTKeyIn and rDecTKeyIn
3. Set rEncIvIn and rDecIvIn

4. Show Data Memory

5. Fill Plain Data Memory

6. Encrypt Data

7. Fill Cipher Data Memory

8. Decrypt Data

Choice: 7

+++ Fill Cipher Data Memory +++

Length of Cipher Data in byte (enter = 16):
a. zero pattern

b. 8-bit counter

c. 16-bit counter

d. 32-bit counter

Choice: ¢

Length of Cipher Data : 40

Plain Data Cipher Data

Coooos 7 offlcocoo & olGoocao F|| d®cosoo 5 ofhoocoo 7 offccoaos H oGoococ F
00000060 DBEEOEE ©PEPPEEE DBBEEEOD ©PBBPER1 BBB20083 B040085 ©B6BBe7
80000060 0BEE00EE ©PE0BEe BBEEeED ©e080EeS PBBAGEEE 60eCeeeD 6eBEBeeF
00000000 DECEEED ©OO0EEEe 00EEEEED | 0100011 00120913 B ©00Leee0

Figure 4-7 Displayed Data when select pattern c
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4.8 Decrypt

Select “8. Decrypt Data” to decrypt cipher data in memory. When the decryption process is
finished, both plain data and cipher data will be displayed in table-form as shown in Figure 4-8.

++++++ AES256XTS Demo Menu ++++++
1. Set rEncEKeyIn and rDecEKeyIn
2. Set rEncTKeyIn and rDecTKeyIn
3. Set rEncIvIn and rDecIvIn

4. Show Data Memory

5. Fill Plain Data Memory

6

7

8

|l

. Encrypt Data

. Fill Cipher Data Memory
. Decrypt Data

hoice: 8

+++ Decrypt +++
Length of Cipher Data : 4@

Plain Data Cipher Data
Addr# | . Hloocoo 7/ oftdcocos 5 Boocos F|| o®ocoos =l bhoocos 7 oldecoac 5 oBoocos F
©060: | E64B115F 99EO388B 3EFCAFDF CD7DSF1E | ©0000001 60020003 00040005 ©0060007
©061: | eDC3ES3B OEAGFF3E F6EEGB792 E76319A8 | ©00E06E9 ©600ACE0B 606C80ED 60EEBBF
©062: | AFF1CE2E E6191CA6 00000000 DB0B0EEe | 0100011 60126013 6080000 ©0EeREY

Fiqure 4-8 Nios Il Command Shell after finished decryption process
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5 Revision History

Revision Date Description
1.00 30-Nov-2022 | Initial version release
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