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AES256XTSSTGIP Demo Instruction

Rev1.01 9-May-2024

This document describes the instruction to demonstrate the operation of AES256XTSSTGIP
on FPGA development boards. In the demonstration, AES256XTSSTGIP are used to encrypt
and decrypt data between two memories in FPGA. User can fill memory with plain or cipher data
patterns, set encryption key, tweakable key, Initialization Vector (IV) and control test operation
via serial console.

1 Environment Setup

To operate AES256XTSSTGIP demo, please prepare following test environment.

1) FPGA development board
- Versal Premium Series VPK120 Evaluation Kit or
- Versal Al Core Series VCK190 Evaluation Kit
2) Test PC.
3) JTAG connection connecting between FPGA boards and Test PC
- Micro USB cable for VPK120 or
- USB type-C cable for VCK190 board.
4) Vivado tool for programming FPGA installed on Test PC.
5) Serial console software such as TeraTerm installed on Test PC. The setting on the console
is Baudrate=115200, Data=8-bit, Non-parity and Stop=1.
6) Batch file named “AES256XTSSTG4XIPTest.bat” or “AES256XTSSTG2XIPTest.bat” (To
download these files, please visit our web site at www.design-gateway.com)
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Figure 1-1 AES256XTSSTG4XIP demo environment on VPK120 board
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Figure 1-2 AES256XTSSTG2XIP demo environment on VCK190 board
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2 FPGA development board setup

1) Make sure power switch is off and connect power supply to FPGA development board.
2) Connect USB cables between FPGA board and PC via micro USB port for VPK120 or
USB type-C port for VCK190.
3) Power on system.
4) Download configuration file and firmware to FPGA board by following step,
a) open Vivado TCL shell.
b) change current directory to download folder which includes demo configuration file.
c) Type “AES256XTSSTG4XIPTest.bat” or “AES256XTSSTG2XIPTest.bat”, as
shown in Figure 2-1.

* Vivado v2023.2 (64-bit)

* SW Build 4©29153 on Fri Oct 13 20:14:34 MDT 2023

* IP Build 4028589 on Sat Oct 14 ©0:45:43 MDT 2023
SharedData Build 4©25554 on Tue Oct 1@ 17:18:54 MDT 2023

** Copyright 1986-2022 Xilinx, Inc. All Rights Reserved.

#* Copyright 2022-2023 Advanced Micro Devices, Inc. All Rights Reserved.

Vivado% cd {D:\download}
Vivado% AES256XTSSTGIPTest.bat

Figure 2-1 Example command script for download configuration file

3 Serial Console

User can fill RAMs with plain data or cipher data patterns, set encryption key, set tweakable
key, IV and control test operation via the serial console. When configuration is completed,
AES256XTSSTGdemo command menu will be displayed as shown in Figure 3-1. The detailed
information of each menu is described in topic 4.

AES256XTSSTGENC Version = 0x00011040
AES256XTSSTGDEC Version = 9x00011040

++++++ AES256XTSSTG2X Demo Menu ++++++
. Set rEnckEKeyIn and rDecEKeyIn
. Set reEncTKeyIn and rDecTKeyIn
. Set rEncIvIn and rDecIvIn
. Show Data Memory

. Encrypt Data
. Fill Cipher Data Memory

. Decrypt Data
hoice: ||

1
2
3
4
5. Fill Plain Data Memory
6
7
8
C

Figure 3-1 Serial console
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4 Command detail and testing result

4.1 Set encryption key

Step

a)
b)
c)

+++

ho
+++

(en

(en

to set encryption key as follows

Select “1. Set rEncEKeyln and rDecEKeyIn”.

Current rEncEKeyln will be displayed on serial console as shown in Figure 4-1.

Set new rEncEKeyln: User is allowed to input new key in hex format or press “enter”
to skip setting new key. Then the current encryption key is printed again.

Current rDecEKeyln key will be displayed on serial console.

Set new rDecEKeyln key: User is allowed to input new key in hex format or press
“‘enter” to use rEncEKeyln as rDecEKeyIn. Then the current decryption key is printed
again.

+++ AES256XTSSTG2X Demo Menu ++++++
1. Set rEncEKeyIn and rDecEKeyIn
2. Set reEncTKeyIn and rDecTKeyIn
3. Set rEncIvIn and rDecIvIn

4. Show Data Memory

5.
6
7
8
C

Fill Plain Data Memory

. Encrypt Data
. Fill Cipher Data Memory

Decrypt Data
ice: 1

Set rEncEKeyIn and rDecEKeyIn +++
rEncEKeyIn= 0x0000000000000000000000VRVVAVYVRVVRVYVRVVRVYVRVVRVYVRVLRVYVRVLAVD
ter to use rEnciKeyIn)= ©x2718281828459045235360287471352662497757247093699959574966967627
new rEncEKeyIn= 0x2718281828459045235360287471352662497757247093699959574966967627

rDecEKeyIn= 0x000000000000000000000000VVRVOVVVORBRBRVBVBVBRVVVVVVYVVVVVLVVVD
ter to use rEncEKeyIn)= @x
new rDecEKeyIn= 0x2718281828459045235360287471352662497757247093699959574966967627

Figure 4-1 Set rEncEKeyln and rDecEKeyln example
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4.2 Set tweakable key

Step

a)
b)
c)

+++

ho!
+++

(en

(en

to set tweakable key as follows

Select “2. Set rEncTKeyln and rDecTKeyln”.

Current rEncTKeyln will be displayed on serial console as shown in Figure 4-2.

Set new rEncTKeyln: User is allowed to input new key in hex format or press “enter”
to skip setting new key. Then the current encryption key is printed again.

Current rDecTKeyln will be displayed on serial console.

Set new rDecTKeyln: User is allowed to input new key in hex format or press “enter”
to use rEncTKeyln as rDecTKeyIn. Then the current decryption key is printed again.

+++ AES256XTSSTG2X Demo Menu ++++++
1. Set rEncEKeyIn and rDecEKeyIn
2. Set rEncTKeyIn and rDecTKeyIn
3. Set rEncIvIn and rDecIvIn

4. Show Data Memory

5.
6
7
8
C

Fill Plain Data Memory

. Encrypt Data
. Fill Cipher Data Memory

Decrypt Data
ice: 2

Set reEncTKeyIn and rDecTKeyIn +++
rEncTKeyIn= 0X000000000000000000000AVBNVVYVVYVVLRVRVBRVBRVEYVVLVYLVVRVBRVBRVLA
ter to use rEncTKeyIn)= ©x3141592653589793238462643383279502884197169399375105820974944592
new rEncTKeyIn= 0x3141592653589793238462643383279502884197169399375105820974944592

rDecTKeyIn= 0x000000000000000000000000000000000LVVVVVRYLVRARYVVVRYLYA
ter to use rEncTKeyIn)= @x
new rDecTKeyIn= ©x3141592653589793238462643383279502884197169399375105820974944592

Figure 4-2 Set rEncTKeyln and rDecTKeyln example
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4.3 Set encryption/decryption IV
Step to Set encryption/decryption IV as follows

a) Select “3. Set rEnclvin and rDeclvin”.

b) Current rEnclvin will be displayed on serial console as shown in Figure 4-3.

c) Set new rEnclvin: User is allowed to input new IV in hex format or press “enter” to skip
setting new key. Then the current encryption IV is printed again.

d) Current rDeclvin will be displayed on serial console.

e) Set new rDeclvin: User is allowed to input new IV in hex format or press “enter” to use
rEnclvin as rDeclvin. Then the current decryption 1V is printed again.

++++++ AES256XTSSTG2X Demo Menu ++++++
1. Set rEncEKeyIn and rDecEKeyIn

2. Set rEncTKeyIn and rDecTKeyIn

3. Set rEncIvIn and rDecIvIn

4. Show Data Memory

5. Fill Plain Data Memory

6

7

t3]

C

. Encrypt Data

. Fill Cipher Data Memory
. Decrypt Data

hoice: 3

+++ Set rEncIvIn and rDecIvIn +++
rEncIvin= @x000000000000000000000000020VR00D
(enter to use rencIvin)= exffffffffffooee000000000000000000
new rEncIvIn= @xXFFFFFFFFFFO000000000000000000000

rDecIvin= ©x00000000000000000000000000000000
(enter to use rencIvIn)= ©x
new rDecIvIn= @xFFFFFFFFFF0000000000000000000000

Figure 4-3 Set rEnclvin and rDeclvin example
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4.4 Show Data Memory

To show data in memory, user can select “4. Show Data Memory” and input the desired
number of 512-byte data to show. Both plain data and cipher data will be displayed in table-form
as shown in Figure 4-4. User have the option to press “enter” to use the default value.

++++++ AES256XTSSTG2X Demo Menu ++++++
. Set rEncEKeyIn and rDecEKeyIn

. Set rEncTKeyIn and rDecTKeyIn

Set rEncIvIn and rDecIvIn

. Show Data Memory

. Fill Plain Data Memory

. Encrypt Data

. Fill Cipher Data Memory

. Decrypt Data

Choice: 4

cONNO UV A WN

+++ Show Data Memory +++
Number of 512-byte Data in decimal (enter = 3):

Plain Data Cipher Data
.0 3.
00000000 0OCCRVE VRO VPR VPORERVE VBRVEERO 0PV VOO
00000000 0PV PVRVRRY VPVRVPOE YRV PRV VPRV BV
00000RY VLRVO CVLRYRYPO VPV VPOLRRYE VVLRYRYPO VPV LBV
0000000 VPV VYRRV VOVRYPVD 0PV PPV VPORVRE BBV
00000000 0PV PVRVRRY VPVRVPOE YRV PRV VPRV BV
00000RY VLRVO CVLRYRYPO VPV VPOLRRYE VVLRYRYPO VPV LBV
0000000 VPV VYRRV VOVRYPVD 0PV PPV VPORVRE BBV
20000000 CPRVO CVRYLVPE 0PV VPBRERVY CORVRVRE 0BV LLYRBLLRO
000000 VPRRYE VVRVRVPO VYV VPORRRVE VVRVRVPO 0PV LB
0000000 VPV PVRVVVRY VPYRYPVE YRV PPV VPORVRRE VRV
00000 VLRVO CVLRVRVPO VPV VPBLRRYE CVLRVRYPO VPVPELEL LLRBLLLO
0000 VPVRCRYE VVRVLVPO CRVPEPRR VPORERVE VRO 0BV LR
00000000 0PV PVRVRRY VPVRVPOE YRV PRV VPRV BV
00000RY VLRVO CVLRYRYPO VPV VPOLRRYE VVLRYRYPO VPV LBV
0000000 VPV VYRRV VOVRYPVD 0PV PPV VPORVRE BBV
00000000 0PV PVRVRRY VPVRVPOE YRV PRV VPRV BV
00000RY VLRVO CVLRYRYPO VPV VPOLRRYE VVLRYRYPO VPV LBV
0000000 VPV VYRRV VOVRYPVD 0PV PPV VPORVRE BBV
00000000 0VOERVY CVRVLVPE 0ROV VRBRRRVY CVRVRVRE 0PV LLRBLLRO
000000 VGRRYE VVRVLRYPA VPVPLLRR VPOLRRRYE VVLRVLRYPO 0PV LB
0000000 VPV PVRVVVRY VPYRYPVE YRV PPV VPORVRRE VRV
000000 VPRRVO CPRYRVPE VPV OVPBRRYE CPRLVRVRE 0PVPBRER LLRBLLRO
0000 VPVRCRYE VVRVLVPO CRVPEPRR VPORERVE VRO 0BV LR
0000000 VPV PVRVRRY VPVRYPOE VRV DRV VPOV BBV
00000RY VLRVO CVLRYRYPO VPV VPOLRRYE VVLRYRYPO VPV LBV
0000000 VPV VYRRV VOVRYPVD 0PV PPV VPORVRE BBV
00000000 0PV PVRVRRY VPVRVPOE YRV PRV VPRV BV
00000RY VLRVO CVLRYRYPO VPV VPOLRRYE VVLRYRYPO VPV LBV
0000000 VPV VYRRV VOVRYPVD 0PV PPV VPORVRE BBV
00000000 0PV PVRVRRY VPVRVPOE YRV PRV VPRV BV
0000000 VORRYE 0VLRVLYPO 0PVPYLRR ©VPOLRRRYE VVLRVLRERO 0PV LB
0000000 VPV PVRYPRRY VPYRYPVD YRV PPV VPORVRRE BBV

Figure 4-4 Displayed Data example
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4.5 Fill Plain Data Memory
Step to fill plain data in memory as follows

- Select “5. Fill Plain Data Memory”.
- Input the desired number of 512-byte data. User can press “enter” to use the default
value of plain data. user can a select data pattern.
- There are four pattern to fill memory.
a. zero pattern
b. 8-bit counter
c. 16-bit counter
d. 32-bit counter
- Whole plain data memory is filled with selected data pattern.

++++++ AES256XTSSTG2X Demo Menu ++++++
1. Set rEncEKeyIn and rDecEKeyIn

2. Set reEncTKeyIn and rDecTKeyIn

3. Set rEncIvIn and rDecIvIn

4. Show Data Memory

5. Fill Plain Data Memory

6. Encrypt Data

7. Fill Cipher Data Memory

8. Decrypt Data

Choice: 5

+++ Fill Plain Data Memory +++

Number of 512-byte Data in decimal (enter = 5):
a. zero pattern

b. 8-bit counter

c. 16-bit counter

d. 32-bit counter

Choice: b

Length of Plain Data : 512 byte

Plain Data Cipher Data
4 7 & 5 .0 3i.s
00010203 04050607 08090A0B OCODOEOF 00000000 ©VVVVVVO VPOV VOBV
10111213 14151617 18191A1B 1C1D1E1F @ 00000000 00000000 00VVVVVO VOOV
20212223 24252627 28292A2B 2C2D2E2F @ 00000000 00000000 00OV 00O
30313233 34353637 38393A3B 3C3D3E3F 00000000 00000000 0000000 0VVVVVVO
40414243 44454647 48494A4B 4ACADAEAF & 00000000 00000000 0VVVVOVO BVOBVOVO
50515253 54555657 58595A5B SCSDSESF | 00000000 00000000 00000000 00000000
60616263 64656667 68696A6B 6C6DGEGF | 00000000 0OVROVOO VOVVRVRO VPRV
70717273 74757677 78797A7B 7C7D7E7F 00000000 00000000 00000000 00000000
80818283 84858687 88898A8B B8CBDBEBF 00000000 000000 VOOV ©OVOVVO
90919293 94959697 98999A9B 9CODSESF A 00000000 ©00VVVVO VOOV VOOV
AOGA1A2A3 A4ASA6A7 ABASAAAB ACADAEAF @ 00000000 00000000 00VVVVO VLV
BOB1B2B3 B4BS5B6B7 B8BO9BABB BCBDBEBF A 00000000 00000000 00000000 00000000
COC1C2C3 C4C5C6C7 CBCOCACB CCCDCECF | 00000000 00000000 00VVVVVO VRV
DOD1D2D3 D4DSD6D7 D8DODADB DCDDDEDF | 00000000 00000000 00000000 00000000
EQE1E2E3 EAESE6E7 EBEOEAEB ECEDEEEF A 00000000 00000000 00000000 0000V
FOF1F2F3 FAFS5F6F7 F8FOFAFB FCFDFEFF A 00000000 00000000 00000000 00000000
00010203 04050607 08090A0B OCODOEOF 00000000 0VVVVVVO VOOV VVVVVVO
10111213 14151617 18191A1B 1C1D1E1F @ 00000000 00000000 0VLVVO 0LV
20212223 24252627 28292A2B 2C2D2E2F @ 00000000 00000000 0000 000V
30313233 34353637 38393A3B 3C3D3E3F 00000000 00000000 00000000 0000V
40414243 44454647 48494A4B 4CADAEAF & 00000000 00000000 0VVVVVVO VOOV
50515253 54555657 58595A5B SCSDSESF | 00000000 00000000 00000000 00000000
60616263 64656667 68696A6B 6CE6D6EGF & 00000000 0VVVVVVO VOOV 00O
70717273 74757677 78797A7B 7C7D7E7F @ 00000000 00000000 00000000 00000000
80818283 84858687 88898A8B B8CBDBEBF 00000000 0000000 VOOV VOOOVOO
90919293 94959697 98999A9B 9CODOESF A 00000000 00000 V0V VOBV
ABATA2A3 A4ASA6A7 ABASAAAB ACADAEAF & 00000000 00000000 00OV BVORVVO
BoB1B2B3 B4BSB6B7 B8BOBABB BCBDBEBF A 00000000 00000000 00000000 00000000
COC1C2C3 C4C5C6C7 C8CICACB CCCDCECF | 00000000 00000000 00000000 00RO
DOD1D2D3 D4DSD6D7 D8DODADB DCDDDEDF | 00000000 00000000 00000000 00000000
EOQE1E2E3 EAESE6E7 EBESEAEB ECEDEEEF A 00000000 00000000 00000000 0000V
FOF1F2F3 FAFS5F6F7 F8FOFAFB FCFDFEFF A 00000000 00000000 00000000 00000V

Figure 4-5 Displayed Data when select pattern
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4.6 Encrypt
Step to encrypt data as follows

a) Select “6. Encrypt” to encrypt plain data in memory.

b) Input parameter for Iv Increment.

c) When the encryption process is finished, both plain data and cipher data will be
displayed in table-form as shown in Figure 4-6.

++++++ AES256XTSSTG2X Demo Menu ++++++
Set rEncEKeyIn and rDecEKeyIn

Set rEncTKeyIn and rDecTKeyIn

Set rEncIvIn and rDecIvIn

Show Data Memory

Fill Plain Data Memory

Encrypt Data

Fill Cipher Data Memory

. Decrypt Data

Choice: 6

coONOUVTHh WN =

+++ Encrypt +++
Enable Iv Increment [@: Disable 1: Enable]

Length of Plain Data : 512 byte

Plain Data Cipher Data
.0 3.
00010203 04050607 08090A0B OCODOEOF | 64497ESA 831E4A93 2CO9BE3E 5393376D
10111213 14151617 18191A1B 1C1D1E1F  AA599548 B816031D 224BBF50 A818ED23
20212223 24252627 28292A2B 2C2D2E2F  50EAE7ES 6087C8A0 DB51AD2S ©BDOOCI1A
30313233 34353637 38393A3B 3C3D3E3F (1620857 635BF246 C176AB46 3BE30B80
40414243 44454647 48494AAB ACADAEAF | 8DAS54808 1AC847B1 58E1264B E25BBO91
50515253 54555657 58595A5B S5CS5DSESF | ©BBC9264 71080894 15D4SFAB 1B3D2604
60616263 64656667 68696A6B 6CO6DOEGF & EBABEFF1 AE4020CF A39936B6 6827B23F
70717273 74757677 78797A7B 7C7D7E7F  371B9220 ©BE90251 E6D73C5F 86DESFD4
80818283 84858687 88898A8B 8C8DS8E8S8F A9507819 33D79A28 272B782A 2EC313EF
90919293 94959697 98999A9B 9CODSESF A DFCCO628 F43D744C 2DC2FF3D CB66999B
ABGATA2A3 A4ASABA7 ABASAAAB ACADAEAF | 50C7CA89 5BOC6479 1EEAASF2 9499FB1C
BoB1B2B3 B4B5B6B7 B8B9BABB BCBDBEBF  ©26F84CE 5B5C72BA 1083CDDB 5CE45434
COC1C2C3 C4C5C6C7 C8COCACB CCCDCECF 631665C3 33B60B11 593FB253 C5179A2C
DeD1D2D3 D4D5D6D7 D8DODADB DCDDDEDF | 8DB81378 2A004856 A1653011 E93FB6D3
EOE1E2E3 E4ESE6E7 ES8ESEAEB ECEDEEEF | 76C18366 DD8683F5 3412C0C1 80F9C848
FOF1F2F3 FAF5F6F7 F8FOFAFB FCFDFEFF 592D593F 8609CA73 6317D356 E13E2BFF
00010203 04050607 08090A0B OCODOEOF | 3ASF59CD SAEB19CD 482593D8 C46128BB
10111213 14151617 18191A1B 1C1D1E1F  32423B37 ASADFB48 2B99453F BE25A41B
20212223 24252627 28292A2B 2C2D2E2F  F6FEB4AA OBEFSED2 4BF73C76 29780254
30313233 34353637 38393A3B 3C3D3E3F 82C13115 E4015AAC 992E5613 A3B5C2F6
40414243 44454647 48494AAB ACADAEAF | 85B84795 CB6ESB26 56D8C881 57E52C42
50515253 54555657 58595A5B S5CS5DS5ESF F978D863 4C43DO6F EA928F28 22E465AA
60616263 64656667 68696A6B 6CO6DEE6GF | 6576E9BF 41938450 6CC3CE3C 54AC1AG6F
70717273 74757677 78797A7B 7C7D7E7F 67DC66F3 B30191E6 98380BC9 99BOSABC
80818283 84858687 88898A8B 8C8DS8ESF [E19DCOC6 DCC2DDOO 1EC535BA 18DEB2DF
90919293 94959697 98999A9B 9CODOESF 1A101023 108318C7 5DC98611 A@SDC48A
ABGATA2A3 A4ASABA7 ABASAAAB ACADAEAF | OACDEC67 6FABDF22 2F@7E026 FO59B672
BoB1B2B3 B4B5B6B7 B8B9BABB BCBDBEBF A B56ES5CBC 8E1D21BB D867DD92 72120546
COC1C2C3 C4C5C6C7 C8COCACB CCCDCECF 81D70EA7 37134CDF CES3B6F8 2AE22423
DeD1D2D3 D4D5DeD7 D8DSDADB DCDDDEDF | 274E58A@ 821CC550 2E2D@AB4 585E94DE
EOE1E2E3 E4ESE6E7 ESESEAEB ECEDEEEF | 6975BESE OB4EFCES 1CD3E70C 25A1FBBB
FOF1F2F3 FA4F5F6F7 F8FSFAFB FCFDFEFF | D6@9SD273 AD5BOD59 631C531F 6AOA57B9S

Figure 4-6 Serial console after finished encryption process
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4.7 Fill Cipher Data Memory
Step to fill Cipher data in memory as follows

a) Select “7. Fill Cipher Data Memory”.
b) Input the desired number of 512-byte data. User can press “enter” to use the default
value of Cipher data. user can select data pattern.
c) There are four pattern to fill memory.
a. zero pattern
b. 8-bit counter
c. 16-bit counter
d. 32-bit counter
d) Whole cipher data memory is filled with selected data pattern.
AES256XTSSTG2X Demo Menu ++++++
rénceEKeyIn and rDecEKeyIn
Set reEncTKeyIn and rDecTKeyIn
Set rEncIvIn and rDecIvIn
. Show Data Memory
Fill Plain Data Memory
Encrypt Data
Fill Cipher Data Memory

. Decrypt Data
Choice: 7

+
+
5 5
w +
o +
t +

0NV A WN R

+++ Fill Cipher Data Memory +++
Number of 512-byte Data in decimal (enter = 5):

a. zero pattern
b. 8-bit counter
c. 16-bit counter
d. 32-bit counter
Choice: ¢

Length of Cipher Data : 512 byte

Plain Data Cipher Data
.0 3
00000000 0VVVVVVO VVVVVVVO VVVVVVO 000Vl 00020003 V040005 0BO60OT7
00000000 00VVVVVO VVVVVVVO VVPOVOO @ 00V8OVRS VVVALVOB VVOCOVOD OVOEVLOF
00000000 VOVVVVVO VVVVVVVO 0VVVVO 00100011 00120013 00140015 00160017
00000000 VOOV 0VVVVVVO VVVVVVVO 00180019 VO1ACO1B ©01COO1D OO1EOO1F
00000000 0VVVVVVO 0VVVVVVO VYOO & 00200021 00220023 00240025 00260027
00000000 00OV 0VVVVVVO VVVOVVOO @ 00280029 VV2ARV2B V02C002D VO2E0O2F
00000000 0DV 0VVVVVVO VVVVVVVO 00300031 00320033 00340035 00360037
00000000 00OV VVVVVVVO VOO 00380039 VO3A0V3B VO3COO3D VO3EOO3F
00000000 0VVVVVVO VVVVVVVO 0VVVVVO 00400041 00420043 00440045 00460047
00000000 00OV VVVVVVVO VO 00480049 0O4A0VAB 0V4COAD ODAEQLAF
00000000 0VVVVVVO 0VVVVVVD VPOV & VO500051 00520053 0O540055 0O560057
00000000 00OV VVVVVVVO VPV @ 00580059 VOSAPOSB POS5COOSD OOSEOOSF
00000000 VOOV VVVVVVVO VVVVVD & 0060VV61 V620063 V640065 V660067
00000000 VPOV VVVVVVVO VVVVVVVO 00680069 POEARVEB POECOVED OV6EVV6F
00000000 0VVVVVVO VVVVVVVD VYV & VO700071 00720073 VO740075 0760077
00000000 0VVVVVVO VVVVVVRD VYV & V0780079 VO7ARO7B O7COO7D VO7EVO7F
00000000 00V VVVVVVVO VVVVVVVO 00800081 00820083 00840085 0V860087
00000000 00V VVVVVVVO 0VVVVVO 00880089 VO8ALOSB VOBCOOBD OOBEOO8F
00000000 00OV VVVVVVVO VVVVVVD @ 00900091 00920093 0940095 VB960097
00000000 00OV 0VVVVVVO VO 00980099 POOARVOB VO9COVOD OO9EOVSF
00000000 VVVOVVVO VVVVVVVO VDDV @ 0OABOOAL OVA200A3 OOA400AS OOAGOLAT7
00000000 00OV 00VVVVVO VDVVO @ OOABOOA9 OOAACOAB OOACOOAD OOAEOOAF
00000000 0OV VVVVVVVO VVVVVVVO 00BOVOB1 VOB20VB3 OOB40OBS ©OB6OOB7
00000000 0OV 0VVVVVVO VO 00B8VOBY VOBACOBB VOBCOOBD OOBEOOBF
00000000 00OV 0VVVVVVO 0V @ 00COROC1 POC200C3 VOC400CS 0OC600CT
00000000 0PV V0OV VYV & VOCBOOCS POCABOCB POCCOACD OOCEGOCF
00000000 0VVVVVVO 0VVVVVVD 00V & EDEOD1 0D20OD3 VOD4OODS5 ©RD60OD7
00000000 00OV VVVVVVVO 00O @ 0OD8VOD9 VODAGODB VODCOODD GODEOODF
00000000 0VVVVVVO VVVVVVVO 0VVOVVVO OOEOVOE]1 OOE200E3 OOE400ES OOEGOOE7
00000000 VOOV 0VVVVVVO VVVVO OOEBOOES OOEAOOEB OOECOOED OOEEOOEF
00000000 VOOV VVVVVVVO VVVVVVO 0OFOVOF1 OOF200F3 OOF400FS OOF600F7
00000000 00OV VVVVVVVO 0VPVVVVO @ OOFB80OF9 OOFACOFB OOFCOOFD OOFEOOFF

Fiqgure 4-7 Displayed Data when select pattern
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4.8 Decrypt
Step to decrypt data as follows

a) Select “8. Decrypt Data” to decrypt cipher data in memory.

b) Input parameter for Iv Increment.

c) When the decryption process is finished, both plain data and cipher data will be
displayed in table-form as shown in Figure 4-8.

++++++ AES256XTSSTG2X Demo Menu ++++++
1. Set reEnctEKeyIn and rDecEKeyIn

2. Set rEncTKeyIn and rDecTKeyIn

3. Set rEncIvIn and rDecIvIn

4. Show Data Memory

5. Fill Plain Data Memory

6. Encrypt Data

7. Fill Cipher Data Memory

8. Decrypt Data

Choice: 8

+++ Decrypt +++
Enable Iv Increment [©: Disable 1: Enable]

Length of Cipher Data : 512 byte

Plain Data Cipher Data
.0 3.
896240B2 4B3EDAS55 ECOE7CC9 36361846 00000001 00020003 00040005 00060007
88753DD4 95AF78BE OCF477F6 F2CA724D | 00080009 000AO0OB ©00CO0OD OVOEOLOF
63EQOAFB 129F8A10 D5901721 91F6C5C3 00100011 00120013 00140015 00160017
ACO4B362 0C286815 S5BEDA9AB C4A424C1 00180019 001A001B ©01CO01D OO1EQOLF
9BDO405A 2DEFBE2F 566D6E41 1558F092 00200021 00220023 00240025 00260027
010D1FD6 6999136B D58C6899 49CC7FF9 & 00280029 002A002B 0©02C002D Q02EQQ2F
S5C64E06B A37C84D5 6DF48CC4 S5D8B316F @ 00300031 00320033 00340035 00360037
798EDOBC 441A7F1F 2FOE966A 2BABEE30 | 00380039 003A003B 003C003D OO3EQQ3F
65347823 EA972526 C1A75F00 FCBB797B | 00400041 00420043 00440045 00460047
211501C8 S5E7F4B90 ADCA613E E3D40419 & 00480049 004A004B 004C004D QQ4EQQAF
OF6CO9AC F7EA1B3F 90B5F801 700F0393 00500051 00520053 00540055 00560057
OFOD2A91 7B71111F AS54F78B4 116BB341 00580059 005A005B ©05C005D QOSEQQSF
2804E1EE 219FBDBF ©0560D7E ESB8088F8 A 00600061 00620063 00640065 00660067
B885F1F9 45CF8949 OECDBC13 92E82984 00680069 0QV6A006B ©06CO06D OO6EQQ6F
74D0OD621 EA73F168 BB278906 3C584A71 00700071 00720073 00740075 00760077
891042B4 4D29FOA7 FDAS8E61 E3F2C5FC | 00780079 007A007B ©07C0O07D QO7EQQ7F
B556D7CE 6DEEQ869 4BAEEQ93 EDB25A62 00800081 00820083 00840085 00860087
FDCB7BF4 CF302454 E13D24A3 2A16DF1D | 00880089 008A008B 008C0O08D OOSEOO8F
A4AFAAE60 151EFDAD F2765F5A 2101F97C 00900091 00920093 00940095 00960097
33EE730B 22BC9724 1A47B996 A6A19DF1 A 00980099 009A009B ©09CO0SD OO9EOOSF
©4EBS5F8B FECB129F B939EB86 745E7E30 0OOAOGORAL OOA200A3 QOA400AS5 QOAGQLRA7
AAB57E3D 255A11C3 AB94AC9A 6DADSFCF A O0A800AS OOAAGOAB QOACORAD QOAEQOAF
D416A303 22AD254D 2E6689C3 9EC36671  0©0BOOOBl 00B200B3 ©OB40OB5 0OB6OOB7
9FADED26 EFA35260 6C7AFS5BA E3B564A5 | ©0B3800BO 00BAOOBB ©0BCOOBD OOBEOOBF
7C152441 E41BOFD8 3035B207 2343FF94 | 00C00QC1 00C200C3 00C400C5 00C600C7
AG6EB90C3 EB280476 FBB58D55 2AFEOQEA3  ©0C800CS 0VCAGOCB ©OCCOOCD OOCEOOCF
D6250ADD ©359F861 ©85E2FOF 1852FBDO | ©0DORRD1 00D200D3 @0D400D5 00D60eD7
B88DFBF5 6CF25A51 7AB82300 20106A74 @ ©0D80ODS ©VDAGODB ©0DCOODD OODEOODF
3610BA5B 18C589C6 810EC8CF 25150308 OOEQQOE1l OOE200E3 QOE4OQQES OOEGQQE7
487A0098 7687FOCD 02287361 FEA99033 OOESOOES OOEAOOEB QOECORED QOEEQOEF
470B9D26 700398D7 CE741538 BOBOC665 @ OOFOOOF1 OOF200F3 QOF400F5 OOF600F7
58DE2065 6C8E7C51 191ECO9DB D7SDOAQ7 @ ©OOF80OFS OOFAOOFB QOFCOOFD OOFEOQOFF

Figure 4-8 Serial console after finished decryption process
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5 Revision History

Revision Date Description
1.01 9-May-2024 | Add detailed instruction for VPK120 demo
1.00 25-Aug-2023 | Initial version release
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