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QUIC10GC-IP Demo Instruction

Rev1.00 2-Jul-2024

This document provides detailed instructions to demonstrate the use of the QUIC Client 10Gbps
IP core (QUIC10GC-IP) on our reference design, referred to “QUIC10GC-IP Reference Design”,
using the ZCU106 Evaluation Board. The QUIC10GC-IP is used as a medium to transfer data
within a secure connection following the QUIC transport protocol version 1 standard (RFC9000).
This process involves handling the TLS 1.3 handshake and dealing with data encryption and
decryption.

The reference design uses the QUIC10GC-IP and manages the application layer of the IP. It is
tailored to test the IP functionality, help users understand how to use the IP, and to offer flexibility
for users in case they need to modify the design. There are two main applications demonstrated
in this reference design: one is HTTP/3, as the application layer to streamline the HTTP data, and
the other is a unique application protocol designed by an organization to use with their application.

This instruction will explain step-by-step how users can utilize the QUIC10GC-IP through our
reference design for uploading and downloading data from two examples. aioquic is the first
example, used to perform as a server using the HTTP/3, and the results are similar to those
achieved by a web browser. Also, MsQuic is employed as a server to show the transfer
performance using the unique application protocol.

Following our document guidelines, this document will describe how to set up the environment
for the test, provide more details about our reference examples (aioquic and MsQuic), and instruct
and show the results of the test, respectively.
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1

Environment Setup
To run the QUIC10GC-IP demo, please prepare following test environment.

1)
2)
3)

4)
5)
6)
7

8)

'10Gb SFP+ AOC |

FPGA development boards (ZCU106 board).
Test PC with 10 Gigabit Ethernet or connecting with 10 Gigabit Ethernet card.
10 Gb Ethernet cable:

a) 10 Gb SFP+ Passive Direct Attach Cable (DAC) which has 1-m or less length

b) 10 Gb SFP+ Active Optical Cable (AOC)

c) 2x10 Gb SFP+ transceiver (10G BASE-R) with optical cable (LC to LC, Multimode)
Micro USB cable for JTAG connection connecting between ZCU106 board and Test PC.
Micro USB cable for UART connection connecting between ZCU106 board and Test PC.
Vivado tool for programming FPGA installed on Test PC.

Serial console software such as TeraTerm installed on PC. The setting on the console is
Baudrate=115200, Data=8-bit, Non-parity and Stop=1.

Batch file named “QUIC10GCIPTest.bat” and its dependency files (To download these
files, please visit our website at www.design-gateway.com).

10G Ethernet Card

4
gen LLLLLE 144444 m
- sasdin s “"ﬂ‘_

-----

Fiqure 1-1 QUIC10GCIP demo environment on ZCU106 board
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2 PC Setup

Before running demo, please check the network setting on PC. The example of setting 10 Gb

Ethernet card is described as follows.

2.1 IP setting
§ Ethernet 8 Properties X
Networking ~ Sharing
Connect using: 10-Gb LAN connection r/1\)
@ Intel(R) Ethemet Controller X710 for 10GbE SFP+ \T /

This connection uses the following items:

v 3 Client for Microsoft Networks
V] % File and Printer Sharing for Microsoft Networks
W %8 Npcap Packet Driver (NPCAP)

¥ %8 Qo0s Packet Scheduler 2)
[ intemet Protocol Version 4 (TCP/IPv4) g
L1 4 Microsoft Network Adapter Muttiplexor Protocol

™ 4 Microsoft LLDP Protocol Driver
< >

Instal...

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Uninstall

OK Cancel

(@ se the following IP address:; /?)
IP address: 192,868 . 7 25 b
Subnet mask: 255 /255« 295« O
Default gateway: 2 ; ¢ ]
Obtain DNS server address automatically

(®) Use the following DNS server addresses:

q Preferred DNS server: l 5 = @ |
Alternate DNS server: [ . i . l
[Jvalidate settings upon exit P

Internet Protocol Version 4 (TCP/IPv4) Properties
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

[oc ][ conce

Figure 2-1 Setting IP address for PC

1) Open Local Area Connection Properties of 10 Gb connection, as shown in the left window

of Figure 2-1.

2) Select “TCP/IPv4” and then click Properties.
3) Set IP address = 192.168.7.25 and Subnet mask = 255.255.255.0, as shown in the right

window of Figure 2-1.

QUIC10GCIP-instruction-xilinx-en.docx
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2.2 Speed and duplex settings

U Ethernet 8 Properties
Networking ~ Sharing
Connect using:
@ Intel(R) Ethemet Controller X710 for 10GbE SFP+

wide area network protocol that provides communication
across diverse interconnected networks.

OK

Transmission Control Protocol/Intemet Protocol. The default

Cancel

General Advanced Driver Details Events Power Management

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value

X ‘ Intel(R) Ethernet Controller X710 for 10GbE SFP+ Properties

/1‘\> on the right.
L * ooii = Maximum Number of RSS Process: A
This connection uses the following tems: Man ! of RSS Queues
v B Client for Microsoft Networks ~ NDIS QOS
2 ? File and Printer Sharing for Microsoft Networks P};la\/c(‘igEPE_r?nﬂcayp:d‘ atq emeasl( Offioa
W %8 Npcap Packet Driver (NPCAP) Prefemed NUMA node
™ THQoS Packet Scheduler Receive Buffers
Receve Sde Scaing
5 emet rotocol Version 4 ( . vd) HES R P
A Microsoft Network Adapter Mdplexor Protocol RSS load balancing profile
W 4 Microsoft LLDP Protocol Driver v Speed & Duplex
< > SR-IOV
TCP Checksum Offload (IPv4)
Install... Uninstall Properties TCP Checksum Offload (IPv6) v
Description

Cancel

Figure 2-2 Set Link Speed = 10 Gbps

1) On Local Area Connection Properties window, click “Configure”, as shown in Figure 2-2.
2) On Advanced Tab, select “Speed and Duplex”. Set the value to “10 Gbps Full Duplex” for
running 10 Gigabit transfer test, as shown in Figure 2-2.

QUIC10GCIP-instruction-xilinx-en.docx
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2.3 Network properties settings

Some of network parameter settings may affect network performance. The example of network
properties setting is as follows.

1) On “Interrupt Moderation” window, select “Disabled” to disable interrupt moderation which
would minimize the latency during transferring data, as shown in Figure 2-3.

Intel(R) Ethernet Controller X710 for 10GbE 5FP+ Properties *

General Advanced Drver Detals Events Power Management

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value
on the right.

Property: Walue:

Enable PME ~ Disabled w
Energy Efficient Ethemet e

Flow Cantrol aI
=2
Intermupt Moderation Rate

IPyv4 Checksum Offload

Jumbo Packet

Large Send Offload V2 (IPv4)

Large Send Offload V2 {IPvE)

Link State on Inteface Down

Locally Administered Address

Log Link State Event

Maximum Mumber of R55 Process
Maximum Mumber of RSS Queues ¥

Cancs

Figure 2-3 Interrupt Moderation

QUIC10GCIP-instruction-xilinx-en.docx -6 - Copyright © 2024 Design Gateway Co., Ltd.
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2) On “Interrupt Moderation Rate” window, set the value to “OFF”, as shown in Figure 2-4.

Intel(R) Ethernet Controller X710 for 10GbE 5FP+ Properties *

General Advanced Drver Detals Events Power Management

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select is value
on the right.

Property: Walue:

Enable PME “ |0ﬁ' »
Energy Efficient Ethemet
Flow Cantrol

Intermupt Moderation

IPyv4 Checksum Offload

Jumbo Packet

Large Send Offload V2 {IPv4)

Large Send Offload V2 {IPvE)

Link State on Inteface Down

Locally Administered Address

Log Link State Event

Maximum Mumber of R55 Process
Maximum Mumber of RSS Queues ¥

G

Figure 2-4 Interrupt Moderation Rate

3) On “Jumbo packet” window, set the value to “9014 Bytes”, as shown in Figure 2-5.

Intel(R) Ethernet Controller X710 for 10GbE SFP+ Properties x
General Advanced Drver Detals Events Power Management
The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value
on the right.
Property: Value:
Enable PME FS 9014 Bytes e
Energy Efficient EBthemet 2088
Flow Control =2
Intemupt Moderation ~Slal
Intermupt Moderation Rate Disabled
|Pv4 Checksum Cffload
Jumbo Packet
Large Send Offload W2 (IPvd)
Large Send Offload W2 (IPvE)
Link State on Interface Down
Locally Administered Address
Log Link State Event
Maximum Mumber of RSS5 Process:
Maximum Mumber of RSS Queues ¥
Concs

Figure 2-5 Jumbo packet

QUIC10GCIP-instruction-xilinx-en.docx -7 - Copyright © 2024 Design Gateway Co., Ltd.
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4) On “Receive Buffers” window, set the value to the maximum value, as shown in Figure 2-6.

Intel(R) Ethernet Controller X710 for 10GbE 5FP+ Properties *

General Advanced Drver Detals Events Power Management

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select is value

on the right.

Property: Walue:
Link State on Inteface Down Py | =
Locally Administered Address

Log Link State Event

Maximum Mumber of R55 Process:
Maximum Mumber of RSS Queues
Packet Priorty & WVLAN

Prefemad MUMA node

Receive Buffers

Receive Side Scaling

RSS Base Processor Mumber

RS55 load balancing profile

Speed & Duplex

TCFP Checksum Cffload (IPv4)

TCP Checksum Cffload (IPvE) hd

G

Figure 2-6 Receive Buffers

5) On “Transmit Buffers” window, set the value to the maximum value, as shown in Figure
2-7.

Intel(R) Ethernet Controller X710 for 10GbE SFP+ Properties >

General Advanced Drver Details Events Power Management

The following properties are available for this network adapter. Click
the property you wart to change on the left, and then select its value

on the right.
Property: Walue:
Maximum Mumber of RSS Queues |Eﬁm =

Packet Priarty & WVLAN
Prefemed NUMA node
Receive Buffers

Receive Side Scaling

RS55 Base Processor Mumber
RS5S5 load balancing profile
Speed & Duplex

TCP Checksum Cffload (IPw4)
TCP Checksum Cffload (IPwE

UDP Checksum Cffload (IPv4d)
UDP Checksum Cffload (IPvE)
WLAN ID hd

Cancel

Fiqure 2-7 Transmit buffers

QUIC10GCIP-instruction-xilinx-en.docx -8- Copyright © 2024 Design Gateway Co., Ltd.
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3 aioquic server

aioquic is an open-source implementation of QUIC and HTTP/3 in Python, which can be found
using this link: github.com/aiortc/aioquic. However, this development requires some changes to
run our demonstration. The following points highlight where the modifications are made.

1) Replaced ‘examples/templates/index.html’, which is the index html of aioquic, with Design
Gateway’s html file.

2) Added Design Gateway’s key and certificate files, named tls_key.pem and tls_cert.pem,
respectively, in ‘tests/’ directory.

3) Added an html file, called ‘tests/httpEcho.html’, to show one functionality of the aioquic.

This reference uses aioquic version 1.0.0, which we are grateful for the development and
publication, and all of these modifications are included in our aioquic folk in this repository
github.com/design-gateway/aioquic. If you have any questions regarding their core, please kindly
direct them to the aioquic development team.

3.1 Run aioquic

‘examples/http3_server.py’ is used as an example to run a QUIC demo server. To run this server,
certain parameters are required, all of which you can find using the help command, as shown in
Figure 3-1. This information shows the available options and usage instructions for the aioquic
HTTP/3 server, allowing users to configure parameters such as the TLS certificate, private key,
host address, port, and other settings relevant to the QUIC server operation.

Oy examp
ALGORTTHM] [—host HOST]

[-q QUIC_LOG]

QUIC server

positional arguments:
the ASGI application as <module>:<{attribute

q QUIC_LOG,

Figure 3-1 aioquic console with the help command

As depicted in, an aioquic server is operated by running the python file on the terminal with certain
options. This example uses the provided key and certificate files, binds to an existed address on
the machine, and logs the secrets in a text file.

l) \Chromium\aioquic>py examples/http3 server. py host 192. 168. 7. 25 certificate tests/tls cert.pem private—key tests
/ key. pem l G2\l s\ Le m\sxlk(v\sxlk(vlop

05-29 2 INFO [37cc ac] Duplicate CRYPTO data received for epoch Epoch. INITIAL

05-29 : INFO i c68eb44¢ Duplicate CR data /ed for epoch Epoch. INITIAL

05-29 : INFO qui 9¢68 Duplicate CRYPTO data /ed for epoch Epoch. INITIAL

05-29 o INFO quic ) Duplicate CRYPTO data /ed for epoch Epoch. INITIAL

05-29 131 INFO quic [ 8 Duplicate CRYPTO data received for epoch Epoch. INITIAL

-05-29 231z 344 INFO quic |[: AL l"\l negotize 111(! pr()l()( ol h3

5-29 3L 350 INFO quic [« ITT

05-29 =31 396 INFO quic [37cc T eques style. css
2024-05-29 :31:06, 523 INFO quic [37ccl129c68eb44ac] HTTP rulu(‘\l GET /favicon. ico

Figure 3-2 Example of running the aioquic HTTP/3 server

QUIC10GCIP-instruction-xilinx-en.docx -9- Copyright © 2024 Design Gateway Co., Ltd.
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3.2 Run Chrome web browser

Atypical web browser can be used to communicate with the aioquic server. The process involves
using the GET method to download data from the server and using the POST method to upload
data to the server. To access the demo server running on the local machine, launch Chromium
or Chrome with the following command:

<path to chrome.exe> --enable-experimental-web-platform-features \
--ignore-certificate-errors-spki-list=<SPKI> \
--origin-to-force-quic-on=<server ip:server port> \

url path

:\Progr Files\Google\Chrome\Application\chrome. exe" enable—-experimental-web—platform—features ignor
ica erro oki-11st=2kaKWhS2v9++0KSEDx5J fwzGs6QM3cBvORIOZTM/Gel origin—to—force—quic—on=192. 168. 7. 25:4433

//192. 168. 7. 25:

Figure 3-3 Example command line to run Chrome with aioquic server

The RSA certificate used in this demonstration is self-signed, meaning it was not issued by a
certification authority (CA). When attempting to access the server with a self-signed certificate,
the web browser may generate a certificate unknown error and terminate the connection. To
bypass certificate errors, users can run the Chrome browser from the command prompt with the
‘--ignore-certificate-errors-spki-list’ flag, specifying the certificate's SPKI (Subject Public Key Info).
This allows Chrome/Chromium to accept the self-signed certificate as valid. Users can generate
the SPKI with the following command:

openssl x509 -noout -pubkey -in tls_cert.pem |*
openssl pkey -pubin -outform der |*

openssl dgst -sha256 -binary |*

openssl| base64

noout —pubkey —in tls cert.pem | openssl pkey —pubin —outform der | op

Fiqure 3-4 Example command line to calculate public key hash from certificate

When launching Chrome with the ‘--ignore-certificate-errors-spki-list’ flag, users may encounter a
message indicating that Chrome is running with an unsupported command-line flag. The flag ‘--
ignore-certificate-errors-spki-list’ is used to bypass SSL/TLS certificate errors by specifying a list
of SPKI hashes. This can be useful for testing purposes but is not recommended for regular use
due to potential security and stability risks.

v @ aioquic X + = m] X
c 23 192.168.7.25:4433 A g -
You are using an unsupported command-line flag: --ignore-certificate-errors-spki-list=2kaKWhS2v9++0KSEDx5JfwzGs6QM3cBvORIOZTM/Gel=. Stability and security will suffer. X

Figure 3-5 Example of encountering the --ignore-certificate-errors-spki-list flag

Remark: Our tested web browser is Google Chrome version 125.0.6422.113.

QUIC10GCIP-instruction-xilinx-en.docx -10 - Copyright © 2024 Design Gateway Co., Ltd.
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3.3 Download with method GET

The aioquic demo example supports HTTP/3, allowing users to download data from the aioquic
server using a web browser via the GET method. To download data, the URL required as an input
must follow this format:

https://ip:port/length

Where ip represents server’s IP address in dot-decimal notation.
port represents server’s port number.
length represents data length in byte (or leave blank to get the homepage).

For example, if the server’s IP address is 192.168.7.25 and the port number is 4433, the URL
must be https://192.168.7.25:4433/ to establish a secure connection and display the aioquic
homepage in the web browser, as illustrated in Figure 3-7.

2024-05-27 16:00:03, 396 INFO quic [95110ffd4223fd08] ALPN negotiated protocol h3
2024-05-27 16:00:03,410 INFO quic [95110ffd4223fd08] HTTP request GET /

2024-05-27 16:00:03, 865 INFO quic [95110ffd4223fd08] HTTP request GET /favicon. ico

Figure 3-6 aioquic console when the client downloads the homepage

v @ 192168.7.25:4433 x o+ - ] X
< C 25 1921687.254433 P e 2
FCCCCCCOCCOCeCraeaeaacaaCccss *ACCCCCCCCCeCececeeceeecece
ZCCCCCCCCCCCCCCCCCerreeeeeeeceeeees (CCCCCCeaeaeeccccccececeecceccce
ACCCCCCCCCCCC/COCreeeereCCCCeCeccccd, ZCCCCCCCCCCCOCCCCCrerrreereeereaceed
ZCCCCCCCCCCcecccecececececccccecccccecd. CCCCCCCCCCCOOOOOCC/ CE/ Ceaaeer e
£CCCCCCCCCCCCCe S/ CCCCCCCECCCCCecc/ COCCCCCOOOCCeeeess-

ZCCCCCCCCCeCce Z1CCCCCCCCCCCCds Ceeeececeeccee

FCCCCCeeeecccc 5 CCCCCCOeeccc FCCCCOeeeeeecce

ZCCCCCCCCCCccce CCACCCCCOOCOCes CCCCCCaOeCCCCes

ZECCCCCCCCCCCCe *(& ¢« ( CCCCCCCCOOeeeeeecce
ZCCCCCCCCCCccce ,Heecaceeaceee( - (AREEEBRAREEA( ZCCCCCCeeeccececc
ZCCCCCCCCCCCce *(seaeeeeaeEs (( / (PEEAREAAEA( ( - CCCCCCCCOaOaeeeecce
£CCCCCCCCCCCCC( CCCCCC/7CCCee CCCOeeeCeccs CCCCCCOCCeCeeccecce
ZCCCCCCCCCCCce 5 CCCCCOCCOCCCcC FACCCCOCCCCCC CCCOCCCOeeecce
FCCCCCCCCCCCCCe (7 CCCCCCCCeCCecs CCeeeeeeeecece (7 CCCCCOeCeece
FCCCCCCCCCCCCCCCCCOOEEEererececeaceecce COCCCOCCCCCCCCCOOCCOCCOOlr CCeCreCeCeCcl
ZCCCCCCCCCCCCCCCCCrereaereraeeaecec 5/ CCCCCCCCCCCCOCCCCCCOOrreCCeCCeCCece
ZCCCCCcccccccececccceccccecceccececc s/ CCCCCCCCCCCCOCCCOCCCCCeCereCecce
ZCCCCCCCCCCCCOrarereeeeececcececs - CCCCCCECeaeeeecccccccccccecccccce
FCCCCCCCCCCCOOCECEEEEEECCCCCCCCCCCeCCCreCeeeCeaeCeCCaCCCCCeCCC/ Ceeeeeeeeedc

Figure 3-7 Download the index html using web browser

To download data with a specific length, user adds a size in byte unit at the end of the URL. For
example, https://192.168.7.25:4433/500 is used as the URL to download 500-byte data, which
will be displayed in the web browser, as shown in Figure 3-8.

v @ 192.168.7.25:4433/500 x - — a X

<« c 23 192.168.7.25:4433/500 Y -

Figure 3-8 Download data pattern shown in the web browser
2024-05-27 16:01:28, 719 INFO quic [05b3bbfb94816be4] HTTP request GET /500

2024-05-27 16:01:28,721 INFO quic [05b3bbfb94816be4] ALPN negotiated protocol h3

Figure 3-9 aioquic console when the client downloads data pattern

QUIC10GCIP-instruction-xilinx-en.docx -11 - Copyright © 2024 Design Gateway Co., Ltd.
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3.4 Upload with method POST

aioquic also offers a method to upload data to an aioquic server. By using a web browser, an
application named ‘httpEcho.html’ is provided for uploading data in a secure connection with an
aioquic server.

Users can open the webpage of this application by simply dragging and dropping the html file into
a browser. At this point, a user interface appears which allows users to set parameters, such as
server’s IP address and port number, and to input the data message to be uploaded to the server,
as shown in Figure 3-10. After setting the inputs, users press the “Send” button in order to send
a POST command to the aioquic server with the URL endpoint “/echo”.

Although the aioquic doesn’t support a direct POST method by showing the data message at their
side, it returns the data message back to the sender, the web browser in this case. As a result,
the echoed data is displayed in the web browser, as depicted in Figure 3-11.

v @ Echo Menu X o = O X
¢ 3> G @File DyhttpEchohtm * &
Echo Menu

Server IP:

192.168.7.25

Port:

4433

Message:

©123456789ABCDEFGHIJKLMNOPQRSTUVIWXYZ
©123456789ABCDEFGHIJKLMNOPQRSTUVIWXYZ
©123456789ABCDEFGHIJKLMNOPQRSTUVIWXYZ
©123456789ABCDEFGHIJKLMNOPQRSTUVWXYZ
©123456789ABCDEFGHIJKLMNOPQRSTUVIWXYZ

A192AC2TOAARANEEALT IV MMADADCTINLIVVT

Figure 3-10 Upload a message via a web browser

v @ 192168.7.25:4433/echo X  + _ = x
<« ] 25 192.168.7.25:4433/echo b4 &

Server IP=192.168.7.25

Server Port=4433
message=0123456783ABCOEFGHIIKLMNOPQRSTUVWXYZ
©123456789ABCDEFGHI JKLMNOPQRSTUVWXYZ
@123456789ABCDEFGHIJKLMNOPQRSTUVWXYZ
©123456789ABCDEFGHI JKLMNOPQRSTUVIWXYZ
8123456789ABCDEFGHI JKLMNOPQRSTUVWXYZ
©123456789ABCDEFGHI JKLMNOPQRSTUVWXYZ
@123456789ABCDEFGHIJKLMNOPQRSTUVWXYZ

Figure 3-11 Echo Data from the aioquic server shown in the web browser
2024-05-27 16:15:26, 232 INFO quic [a9d17b5558b939aa] ALPN negotiated protocol h3

2024-05-27 16:15:26,239 INFO quic [a9d17b5558b939aa] HTTP request POST /echo

Figure 3-12 aioquic console when the client uploads data

QUIC10GCIP-instruction-xilinx-en.docx -12 - Copyright © 2024 Design Gateway Co., Ltd.
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4 MsQuic server

Another QUIC software implementation used in our reference is MsQuic, developed by Microsoft.
Their work is an open-source software project, written in C and published in the following website:
github.com/microsoft/msquic. We use MsQuic version 2.3.5 and would like to thank Microsoft and
the MsQuic team for the development of MsQuic. There is no modification of MsQuic required to
run with our demonstration, but we included a folk of MsQuic as a reference branch that we use
in this repository: github.com/design-gateway/msquic. If you have any questions regarding their
core, please kindly direct them to the MsQuic development team.

There are several application examples offered by MsQuic, but for our reference, an application
called ‘secnetperf’ is applied to run with our demo due to the fact that it is optimized for the high-
performance data transfer. For this reason, it uses its own application protocol rather than using
the HTTP/3 protocol. Please follow MsQuic’s guidelines to set up the application.

To run an MsQuic server using the secnetperf application, secnetperf.exe is called with two
options — one is the IP address to bind the server to, and the other is the profile setting of this
application, configured for maximum performance in this example. After running the binary file,
the message displaying “Started!” is shown as a result, and there will be no other messages
thereafter. The example of running the MsQuic is illustrated in Figure 4-1.

D:\37.QUIC\folks\msquic> ./artifacts/bin/windows/x64_Debug_openssl/secnetperf.exe maxtput 192.168.7.25

Started!

Figure 4-1 MsQuic server application console

At this point, a client running the secnetperf application can be connected to the server. To run
the client, four options are used in this example: “target” being the IP address of the server to be
connected to, “exec” being the same setting as of the server, “up/down” being the length of the
upload or download, and “ptput” being the setting to print throughput information. The example of
the client console uploading data from the server is shown in Figure 4-2, while the example of
downloading data to the server is shown in Figure 4-3.

D:\37.QUIC\folks\msquic> ./artifacts/bin/windows/x64_Debug_openssl/secnetperf 192.168.7.25 1gb

maxtput
Started!

Result: Upload 1000000000 bytes @ 3413934 kbps (2343.337 ms).

Figure 4-2 MsQuic client application console uploading data

PS D:\37.QUIC\folks\msquic> ./artifacts/bin/windows/x64_ Debug_openssl/secnetperf 192.168.7.25
maxtput
Started!

Result: Download 1006000000 bytes @ 3593452 kbps (2226.271 ms).

Figure 4-3 MsQuic client application console downloading data
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5 QUIC10GCdemo setup

1) Make sure the power switch is off and connect power supply to FPGA development board.
2) Connect two USB cables between the FPGA board and PC via micro-USB ports.
3) Power on the system.
4) Download the configuration file and firmware to the FPGA board by the following steps,
a) open a Vivado TCL shell.
b) change the current directory to the download folder where the demo configuration
file is located.
c) Type “QUIC10GCTest.bat” and press enter, as shown in Figure 5-1.

B Vivado 2022.1 Tel Shell - C\Xilinx\Vivado/2022.1\bin\vivado.bat -mode tcl — O X

¥ ¥x%% Yivado v2022.1 (64-bit)
**+% gly Build 3526262 on Mon Apr 18 15:48:16 MDT 2022
#**+* TP Build 3524634 on Mon Apr 18 20:55:01 MDT 2022
** Copyright 1986-2022 Xilinx, Inc. All Rights Reserved.

Vivado% cd {D:\download}
Vivado% QUICleGCTest.bat

Figure 5-1 Example command script to download the confiquration file

6 Serial Console

Users can set the parameters or run the download and upload applications by using the
following commands. The QUIC10GCdemo commands and their usages will be displayed, as
shown in Figure 6-1. Detailed information about each command is described in topic 7.

[1] setgatewayip ddd.ddd.ddd.ddd
Set Gateway IP address in dotted-decimal format.
setip ddd.ddd.ddd.ddd
Set FPGA's IP address in dotted-decimal format.
setmac hh-hh-hh-hh-hh-hh
Set FPGA's MAC address in hexadecimal format.
loadnetworkparameters
Set to load all the network parameters necessary for the IP to initialize and connect to a network system.
setport ddddd
Set FPGA's port number in decimal format or type dynamic/d/-d to set dynamic port number.
showkey <1: enable, @: disable>
Enable showkey mode for showing TLS traffic ticket, session key and iv for encryption/decryption.
showcert <1: enable, @: disable>
Enable showcert mode for showing certificate information.
myGET https://ip:port/size
Send GET command for downloading pattern data from server.
[9] myECHO https://ip:port/echo size
Send ECHO command for uploading and downloading pattern data with server.
[1@] myPERF ip:port uploadsize downloadsize
Send PERF command for both downloading and uploading pattern data with SecNetPerf of msquic.

o |

Figure 6-1 Serial console
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7 Command detail

7.1 Set Gateway IP Address
command> setgatewayip ddd.ddd.ddd.ddd

This command is used to set the Gateway IP address in dotted-decimal format. The default
Gateway IP address is 0.0.0.0, which indicates to the IP that there is no valid Gateway IP address.
Users can input the setgatewayip command followed by a valid IP address, as shown in Figure
6-1.

7.2 Set FPGA’s IP Address

command> setip ddd.ddd.ddd.ddd

This command is used to set the FPGA’s IP address in dotted-decimal format. The default
FPGA's IP address is 192.168.7.42. Users can input the setip command followed by a valid IP
address, as shown in Figure 6-1.

7.3 Set FPGA’'s MAC address
command> setmac hh-hh-hh-hh-hh-hh
This command is used to set the FPGA's MAC address in hexadecimal format. The default
FPGA's MAC address is 80-11-22-33-44-55, which is a unicast MAC address.
7.4 Load FPGA’s network parameters
command> loadnetworkparameters

This command is used to load all the network parameters necessary for the IP to initialize
and connect to a network system. These include the Gateway IP address, FPGA’s IP address,
and FPGA's MAC address. The QUIC10GC-IP must have all network parameters loaded at least
once after a power-on reset or when the IP core system reset is active.

7.5 Set FPGA’s Port Number
command> setport ddddd

This command is used to set the static port number of FPGA in decimal format. By default,
the FPGA’s port number is set to be dynamic. Dynamic ports range from 49152 to 65535. Users
can enable dynamic port again after specifying a port humber by using “setport dynamic”
command, as shown in Figure 6-1. It is worth noting that this command is not listed in the
necessary network parameters, and therefore, it can be used to change the port number at any
time before opening connection.
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7.6 Enable showkey mode

command> showkey <1: enable, 0: disable>

This command is used to enable the showkey mode. When the showkey mode is enabled,
the TLS traffic ticket for encryption/decryption is displayed on the serial console, as shown in
Figure 7-1. Users can utilize the TLS traffic ticket in the (Pre)-Master-Secret log file for Wireshark*,
enabling them to decrypt transferred data between the client and server.

*Wireshark, a network packet analyzer tool used for network troubleshooting, analysis, and
security purposes.

@ 200000000

raffic Secret

LTENT_HANDSHAKE_TRAFFIC_SECRET 4D314C190E18AF16EF15DF13D711D110400E@86D33183212321231173@9137D2 C768ABCF63A4785808398994381FE6ABCIDBFAB2EEGE34C2B23A80547925E2F56

ERVER_HANDSHAKE_TRAFFIC_SECRET 4D314C190E18AF16EF15DF13D711D110408E@80D3318321232123117389137D2 4A99@CC5D5333DDFACF1EBEBALFB6FFD734AE3387E193C722B37472A50E5F6AL1F

LIENT_TRAFFIC_SECRET_@ 4D314C19@E18AF16EF15DF13D711D1104@0E@80D33183212321231173@9137D2 BFSB7F49@E@505C5AEB2AF8896C55700721C5087B1A347C7A86713AFB6CAAED1
ISERVER_TRAFFIC_SECRET_@ 4D314C190E18AF16EF15DF13D711D110400E088D3318321232123117309137D2 4FD2848282D4DACR405A279E31C7ESACE733827D18APERS7023623B89D1474296

IP initialization is complete

otal transfer

pload Speed @.88@ Mbps

otal transfer size = 200800000 Byte(s)
Download Speed 7692 Mbps

Figure 7-1 Serial console when the showkey mode is enabled
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7.7 Enable showcert mode

command> showcert <1: enable, 0: disable>

This command is used to enable the showcert mode. When the showcert mode is enabled, the
server’s certificate stored in RAM called CertRam is displayed on the serial console, as shown in
Figure 7-2. The certificate information is displayed in hexadecimal format, which corresponds to
the result obtained by using openssl command: openssl x509 -in tls_cert.pem -outform der |

hexdump -C, as shown in Figure 7-3.

Certificate information

2B
82
3C
Q26
2B
06
3e
47
34
EE
[E]
08
55
77
@D
82
17
2B
BC
3C
72
o7
EB
06
98
64
95
56
EE
[&:
48
DB
a3
D8
55
02
a3
06
o1
A8
A9
De
86
D6
E3
DE
78
=3
93
8A
DC
B2
1C
FD
37

oe
02
39
09
3e
a3
15
61
30
31
55
ec
o4
61
o1
o1
EF
48
c2
D1
96
64
97
ca
65
De
EZ)
el
ce
72
34
75
55
58
1D
D8
55
e9
ee
56
32
A9
72
89
78
42
ce
F5
Ae
9F
48
F4
3F
10
62

[2E]
3B
69
2A
09
55
06
74
39
30
e4
e7
A
79
el
el
BB
c1
8D
24
23
36
E8
43
49
3A
[5%]
2A
BD
69
29
8F
1D
eB
23
58
1D
2A
3D
EC
42
5B
F2
7E
48
FC
CF
61
45
B9
7F
A3
76
E4
00

60
AQ
76
86
e6
e4
e3
65
32
39
e6
42
ec
30
e1
ea
81
87
EB
54
97
D7
64
62
D3
B9
7E
83
A2
1F
7D
9F
@E
6C
e4
eB
13
86
c9
A3
74
e6
4D
49
4c
e2
c2
E6
DA
De
15
61
ca
98
eo

00
a3
11
48
a3
o8
55
77
38
32
13
61
OE
82
05
ce
F3
FC
AF
7F
21
AF
78
BA
7F
51
83
D1
89
D1
B8
22
04
13
18
6C
o1
48
31
A3
4D
E6
1B
A8
A2
25
EE
a3
58
46
8D
5D
84
3A

[=]%]
02
E8
86
55
ec
04
61
31
38
02
6E
44
o1
oe
36
Cc5
F3
Fé
59
6B
55
73
c7
ce
D6
F1
5C
1E
97
6F
03
16
EC
3e
13
o1
86
35
09
54
60
oD
59
3e
3C
84
8C
15
D9
57
B8
D2
B3

@3
o1
B2
F7
04
07
oA
79
30
31
54
67
65
22
@3
8C
02
B7
92
3:
o1
14
17
SF
DE
24
68
12
4E
E1
B3
o1
04
74
16
EC
FF
F7
35
13
28
14
14
6A
BF
F2
E9
2D
)
7A
A7
6C
A8
AB

5C
e2
AQ
2]
e6
42
ecC
30
5A
30
48
[1:]
73
30
82
BA
D2
13
BA
75
5A
B8
18
A9
39
53
6C
CB
59
95
80
ee
14
Fo
80
74
e4
[2D]
85
28
28
25
ec
8A
B4
1F
BF
43
35
76
eB
E@
9E
B4

Fiqure 7-2 Serial console when the showcert mode is enabled
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D:\37.QUIC\folks\aioquic\tests>openssl x589

30
10
67
es5
48
6b
73
=)
shl
=il
e
17
20
2a
30
eb
96
co
5S¢
ee
63
df
2a
74
38
fd
1d
aa
78
cb
a8
38
41
ae
4c
df
el
es
61
32
4c
el
de
36
27
e2
f4
e8
e2
fa
2a
o6
e7
de

82
dd
89
ee
31
533
69
EX]
32
eb
=[5
3e
47
86
82
1c
ca
96
cf
38
8f
8f
fb
c5
ac
fals)
99
53
o9d
e8
d5
51
24
3e
41
ae
o1
ee
ae
35
b2
ef
f
15
99
2f
c8
el
75
9b
29
7a
29
44

e3
bc
8a
36
16
&b
67
36
33
36
e3
15
61
48
o1
40
de
15
34
4a
2b
e3
Se
ae
fa
19
d7
58
85
96
Sc
38
45
1f
24
36
f
e3
25
ef
80
31
ds
16
ce
eb
71
99
ee
ab
ae
o1
ds
ee

53
f4
30
38
30
31
6e
32
30
e9
55
e6
74
86
@a
3c
cd
f4
bd
13
24
a7
4d
b5
ad
a9
34
11
3c
al
82
1d
7b
e6
45
ef
30
82
co
33
cc
42
Se
e7
di
21
6c
e8
ea
agd
f6
18
24
4e

30
as8
ed
31
Be
17
20
32
31
86
e4
e3
65
7
82
77
3f
ed
1b
60
af
2e
75
fe
68
a8
4c
eb
fb
53
47
e6
82
e3
7b
06
ed
el
47
c5
98
le
85
11
73
cb
23
b2
c8
79
70
12
c@
el

82
3c
ee
éb
e6
30
47
34
33
a3
e8
1
77
ed
82
17
eéb
bc
3¢
72
e7
eb
e6

64
S5
56
33

48
db
e3
ds
1
82
e3
ee
el
a8
ao
de
86
de
e3
de
78
e8
93
8a
dc
b2
1c
fd
37

02
39
e9
30
e3
15
61
30
31
55
ec
e4
61
o1
el
ef
48
c2
dl
%6
64
97

65
de
34
e1
ce
72
34
75
55
58
1d
d8
55
89
ee
56
32

72
89
78
42
ce
5
ae
of
40
f4
3f
18
62

3b
69
2a
89
55
06
74
39
30
84
e7

79
o1
o1
bb
cl
8d
24
23
36
e8
43
49
3a
ee
2a
bd
69
29
8f
1d
@b
23
58
1d
2a
3d

42
5b
2
7e
48
fc
cf
61
45
bo
7
a3
76

ae
76
86
86
84
e3
65
32
39
86
42
ec
38
a1
=[]
81
87
eb
54
97
d7
64
62
d3
bs
7e
83
a2
1f
7d
of
Be
6C
e4q
eb
13
86
c9
EE
74
86
4d
49
4c
82
c2
eb6
da
de
15
6l
c4
98

e3
11
48
a3
o8
55
77
38
32
13
61
Ge
82
85
co
3
fc
af
Vas
21
af
78
ba
Va3
51
83
di
89
dl
b8
02
e4
13
18
6¢C
o1
48
31
a3
4d
e6
1b
=
a2
25
ee
e3
58
46
8d
5d
84
3a

82
e8
86
55

e4
6l
31
38
a2
6e
44
el
o8
36
c5
3
f6
59
6b
55
73
c7
ce
de
f1
Sc
le
97
ef
e3
16
ec
30
13
el
86
35
e9
54
68
Sd
59
30
3c
84
8c
15
do
57
b8
d2
b3

el
b2
7
e4
a7

79
30
31
54
67
65
22
83
8c
e2
b7
92
6b
el
14
17
5f

24
68
12

el
b3
el
84
74
16
ec
=+
177
35
13
28
14
14
[E]
bf
f2
e9
2d
ed
7a
a7

a8
ab

-in tls_cert.pem -outform der | hexdump -C

e2
ae
ed
e6
42
ec
3e
Sa
38
48
6b
73
38
82
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d2
13
[E]
75
Sa
b8
18
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39
=E!
6¢C
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14
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(=] ]
ee
Se
b4

02
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Se
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EE]
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9
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14
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6e
L
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91
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a1
84
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18
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38
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Figure 7-3 Certificate information from the openssl command
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7.8 GET method
command> myGET protocol://ip:port/length

This command simulates the GET method of HTTP/3 to download data from the aioquic server.
To run with an aioquic server, the protocol of the URL must be ‘https’, the server’s IP address and
port number are separated by a colon, and the length of the download data can be specified at
the end of the URL. If the length parameter is left blank, the aioquic server will return the
homepage, and the received data will be displayed on the serial console, as shown in Figure 7-4.

>> myGET https://192.168.7.25:4 /

Start IP initialization process
IP initialization is complete

is at offset @x@000B0L2 and has 45 bytes

@ 1 2 3 45 6 7 8 9 ab cdef
000000 ©1 2D 00 @0 D9 5F 4D 89 19 8F DA D3 11 80 AE @5
000000810 C1 56 96 DF 69 7E 94 83 4A 65 B6 A5 04 01 34 A@
00000020 05 71 97 2E @9 A5 31 68 DF 54 83 ©B E@ OF F4 00

Figure 7-4 Serial console when downloading the homepage

On the other hand, if the length parameter is not blank, the aioquic server will be requested to
return the data. Once the data is downloaded, it will be displayed in the serial console, shown in
Figure 7-5, with one exception that if the length of the data exceeds 16kB, the message “Data
Length is too large, Show only Transfer speed” will be displayed instead, as shown in Figure 7-6.
In both cases, the total length of the received data and the download speed will be displayed on
the serial console.

Due to the aioquic specification, the maximum data length is capped at 50MB for testing with the
aioquic server. If users request to download data exceeding this limit, the software will retrieve
only 50MB from the server.
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>> myGET https://192.168.7.25:4433/123

Start IP initialization process
TP initialization is complete

ttp3 encoding header content is at offset 9x@@@36A7D and has 64 bytes

Address @ 1 2 3 45 6 7 8 9 a b c d e f
pPOB36A70 79 7A 7B 7C 7D 7E 7F 80 81 82 @1 4@ 40 @0 0@ DS
POO36A8@ 5F 4D 89 19 8F DA D3 11 8@ AE ©5 Cl1l 56 96 DF 69
POO36A%@ 7E 94 @3 65 B6 A5 04 @01 34 A0 1B B8 D3 B7 04

FA 98 B4 54 82 @8 99 5F 1D 92 49 7C A5 8A E8
POO36ABO 93 8E C4 15 30 5A 99 56 7B 69 6A 6B

ttp3 data content has the first data offset at @xeee3e6Ace

Address e 1 2 7 8 9 a b ¢ d e f
POB36ACA (5A 5A S5A 5A 5A 5A 5A 5A 5A 5A 5A 5A
POB36AD@ 5A 5A S5A 5A 5A 5A 5A 5A 5A 5A 5A 5A
POB36AE@ | 5A 5A S5A 5A 5A 5A 5A 5A 5A 5A 5A 5A
POB36AF@ | 5A 5A S5A 5A 5A 5A 5A 5A 5A 5A 5A 5A
POe36BOO© S5A S5A SA 5A 5A 5A S5A 5A S5A 5A S5A SA
PPO36B1O 5A S5A 5A 5A 5A 5A
PPO36B20 S5A 5A 5A 5A 5A
POO36B30 E7 E8 E9 EA EB

123 Byte(s)
Ppownload Speed ©.000 Mbps

>> myGET https:

Start IP initialization process
IP initialization is complete

content is at offset @xee0233A2 and has 68 bytes

4 5 6 7 8 9 a b ¢ d e f
40 44 0o DS 5F 4D 89 19 8F DA D3 11 8@ AE @5
Cl 56 96 69 7E 94 ©3 4A 65 B6 A5 064 91 34 A9
1B B8 C8 32 F2 98 B4 6F 54 86 6C 00 00 00 00
7F 5F 1D 49 7C A5 B8A E8 19 AA FB 50 93 8E C4
15 30 5A 56 7B 5A 5A 5A 5A 5A 5A S5A 5A 5A 5A

tr

Total transfer size = 50000000 Byte(s)
Download Speed 112 Mbps

Figure 7-6 Serial console when downloading large data
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7.9 POST method
command> myECHO protocol://ip:port/echo length

This command simulates the POST method of HTTP/3 to upload data to the aioquic server. The
URL structure for running the POST method is similar to the GET method with the exception that
the transfer length is replaced by a string of “echo”. Users can instead specify the length of the
uploading data, which is an 8-bit counting pattern, in another option. After the upload is completed,
the aioquic server will return what it has received. This allows the users to verify the received data
from the aioquic server. By enabling the verification feature, it monitors whether the received data
matches the expected pattern or not, and after verifying it, the data content, transfer length, and
transfer speeds are displayed, as shown in Figure 7-7 and Figure 7-8.

>> myECHO https://192.168.7.25:4433/echo 123

Start IP initialization process
IP initialization is complete

Uploading... Downloading...

http3 encoding header content is at offset ©x@0@029DF and has 44 bytes

@ 1 2 3 45 6 7 8 9 ab cde f
OC 00 21 02 93 @4 ©5 06 07 08 @9 BA @B @1 2C @@
00 D9 5F 4D 89 19 8F DA D3 11 8@ AE @5 Cl1 56 97

BF 4A @8 @A 65 B6 A5 94 @1 34 A@ 1F B8 D3
6D 4C 5A 37 FF 54 82 08 99 00 0@ ee o ee

Echoed data has been verified, and
Showing Rx data content with the first data offset at 9x@0802A0QE

e 1 2 3 45 6 7 8 9 c d e f
37 1A 6D 4C 5A 37 FF 54 82 @8 40 7B @0 el
02 93 24 O5 06 07 08 @9 PA @B OE oF 10 11
12 13 14 15 16 17 18 19 1A 1B 1E 1F 20 21
22 23 24 25 26 27 28 29 2A 2B 2E 2F 30 31
32 33 34 35 36 37 38 39 3A 3B 3E 3F 40 41

43 44 45 47 4B 4E 4F 5@ 51
5E 5F 60 61
6E 6F 70 71
00 00 00 00

Total transfer size = 123 Byte(s)
Upload Speed ©.984 Mbps

Total transfer size = 123 Byte(s)
Download Speed ©.008 Mbps

Fiqure 7-7 Serial console when uploading small data
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>> myECHO https://192.168.7.25:4433/echo 50000000

Start IP initialization process
IP initialization is complete

http3 encoding header content is at offset @x@@002A8B and has 48 bytes

@ 1 2 3 4 5 6 7 8 9 a b c d e f
72 73 74 75 76 77 78 79 7A @1 3@ @@ @@ DS 5F 4D
89 19 8F DA D3 11 8@ AE @5 C1 56 97 DF 3D BF 4A

65 B6 A5 04 @1 34 AQ 1F B8 D3 D7 1B 7D 4C
FF 54 86 6C 00 00 00 00 7F @0 ee ee ee ee

been verified, and
is too large so only the transfer speed is displayed

Total transfer size = 50000000 Byte(s)
Upload Speed 206 Mbps

Total transfer size = 59000000 Byte(s)
Download Speed 180 Mbps

Figure 7-8 Serial console when uploading large data
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7.10 PERF method
command> myPREF ip:port uploadlength downloadlength

This command is designed to run with the “secnetperf” example of an MsQuic server. There are
three parameters required to run this command — the first option is the server’s IP address and
server’s port number separated by a colon, the second is the length of the upload data, and the
last one is the length of the download data.

Specifically, this application protocol is designed to have the client transferring the upload data
firstly, after which the client receives the download data from the server. Similar to the POST
method, the verification feature is used to monitor the received data, and the results, such as the
download content, the transfer length, and the transfer speeds, are presented, as shown in Figure
7-9. It is also important to note that the performance of this operation depends on the network
system and the resources available on the test machine.

>> myPERF 192.168.7.25:4433 @ 123

tart IP initialization process
IP initialization is complete

Running... Done

Pattern data has been verified, and
howing Rx data content with the first data offset of ©9xeee36954

Address ®@ 1 2 3 45 6 7 8 9 a b c d e f
PO036950 FC FD FE FF 9@ 90 PO 90 00 00 ©P@ 00 B8 @9 A @B
POO36960 ©C 8D eE OF 1@ 11 12 13 14 15 16 17 18 19 1A 1B
POB36970 1C 1D 1E 1F 20 21 22 23 24 25 26 27 28 29 2A 2B
PEO36980 2C 2D 2E 2F 3@ 31 32 33 34 35 36 37 38 39 3A 3B
PEO36990 3C 3D 3E 3F 40 41 42 43 44 45 46 47 48 49 4A 4B
POO369A0 4C 4D 4E 4F 5@ 51 52 53 54 55 56 57 58 59 5A 5B
POO369B0 5C 5D S5E 5F 6@ 61 62 63 64 65 66 67 68 69 6A 6B
POB369CA 6C 6D 6E 6F 70 71 72 73 74 75 76 77 78 79 7A 7B

otal transfer size = 8 Byte(s)
pload Speed ©.000 Mbps

otal transfer size = 123 Byte(s)
Download Speed ©.000 Mbps

Figure 7-9 Serial console when downloading small data
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Figure 7-9 is not a good example to represent the transfer performance because the operation
time is too small for accurate calculation. Figure 7-10, however, can be used to show the transfer
speeds for both upload and download because the transfer size settings are large enough.

>> myPERF 192.168.7.25:4433 16000000000 16000000000

Start IP initialization process
IP initialization is complete

Running Done

Pattern data has been verified, and
Data content is too large so only the transfer speed is displayed

Total transfer size = 16000000000 Byte(s)
Upload Speed 3537 Mbps

Total transfer size = 16000000000 Byte(s)
Download Speed 9052 Mbps

Figure 7-10 Serial console when downloading large data
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