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tCAM IP Demo Instruction on KCU116 board

Rev1.00 31-Aug-2023

This document describes the instruction to demonstrate the operation of tCAMIP on KCU116
development board. This demonstration uses tCAMIP demo software to communicate with
development board via 10 Gigabit Ethernet for preparing rule table, initializing tCAMIP, sending
keys and reading result data. User is also able to use Integrated Logic Ananlyzer (ILA) to see the
operation of provided signals in FPGA.

1 Environment Setup

To operate tCAMIP demo, please prepare following test environment.

1) FPGA development boards (KCU116 development board)

2) Test PC with 10 Gigabit Ethernet card.

3) Micro USB cable for JTAG connection between FPGA development board and Test PC

4) 10Gb Ethernet cable (SFP+ to SFP+).

5) Vivado Hardware Manager for programming FPGA, installed on Test PC

6) File “tCAMIPDemoPack-KCU116.zip” that included Test Application named “tCAMIP
Demo” and configuration file named “tCAMIPTest+.bit”.
(To download this file, please visit our web site at www.design-gateway.com)

10Gb SFP+ to SFP+

Micro USB cable (JTAG) Ll

IP: 192.168.7.81

tCAMIP Demo

—
-

Test PC

| Power adapter cable

Figure 1-1 tCAMIP demo on KCU116 board
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2 PC Setup

Before running demo, please check the network setting on PC. Ethernet setting is shown as
follows.

2.1 IP Setting

P

-

& Local Area Connection 2 Properties (3] Internet Protocol Version 4 (TCP/IPv4) Properties [E3)

o)
Networking | Sharing | General
. : l
Connect using: 10-Gb LAN connection \ You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

LS

I L¥ Intel(R) Ethemet Server Adapter X520-2

Configure... ") Obtain an IP address automatically

This connection uses the following items: o iise the Following 1P addresss

% Client for Microsoft Networks

VI = Npcap Packet Driver (NPCAP) (wiFi)

¥ J= Npcap Packet Driver (NPCAP)

VI = 065 Packet Scheduler

2 gFiIe and Printer Sharing for Microsoft Networks
V] .a. Intemet Protocol Version 6 (TCP/IPvE .
= Internet Protocol Version 4 (TCP/IPy4) = Obtain DNS server address automatically
‘ 1 . » @) Use the following DNS server addresses:

<
= - Preferred DNS server:

Description Alternate DNS server:

3

>

IP address: 192 .168 . 7 .81

Subnet mask: 255 .255.255. 0

m

Default gateway:

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication

across diverse interconnected networks. [ |validate settings upon exit

[ OK ][ Cancel ]

| ok || Cancel |

Figure 2-1 Setting IP address for PC

1) Open Local Area Connection Properties of 10Gb connection, as shown in the left window
of Figure 2-1.

2) Select “TCP/IPv4” and then click Properties.

3) Set IP address = 192.168.7.81 and Subnet mask = 255.255.255.0, as shown in the right
window of Figure 2-1.
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2.2 Speed and Frame Setting

. Local Area Connection 2 Properties (23] Local Area Connection 2 <3

Networking | Sharing
You have made changes to the properties of this connection,

If you proceed your changes will be lost.

Connect using:

LY Intel(R) Ethemnet Server Adapter X520-2 Do you wish o proceed?

n
This connection uses the following items:
E Yes I [ No

& Client for Microsoft Networks -
.Q Npcap Packet Driver [NPCAP] [wi-Fi)
381 ) pcap Packet Driver (NPCAP)

48] 005 Packet Scheduler

H File and Printer Sharing for Microsoft Networks | 8

m

- Intemet Protocol Version 6 [TCP/IPvE) Intel(R) Ethernet Server Adapter X52 rties [ %m|
(AW |ntermet Protocol Version 4 [TCP/IPv4) -
< [ m | ) WVLANSs | Boot Options Driver I Details
General | Link Speed ‘ Advanced I Teaming

Descnplfor! | ntel ) Advanced Adapter Settings

Transmission Control Pratocol/Intemet Protacol. The default

wide area network protocol that provides communication

across diverse interconnected networks.

Settings: Yalue:
ok | [ cancel | (9014 Bytes 7

nie 3
|Jumbo Packe -
arge Send Ultload V2 [IPv4 - Sbld

Large Send Dffioad V2 IPvE)
Locally Administered Address BIY 9014 Bvtes

Log Link State Event
Offloading Options

Performance Options [

Use Default ]

“Jumbo Packet
Enables Jumbo Pac ket ¢ apability for TCPIP pac kets. In situations ~
w here large packets make up the majority of traffic and
additional latency can be tolerated, Jumbo Packets can reduce =
CPU utilization and improve wire efficiency. e
NOTE: Changing this setting may cause a momentary
loss of connectivity.

Usage Considerations i

[ ok || cancel

Figure 2-2 Set frame size = jumbo frame

1) On Local Area Connection Properties window, click “Configure” as shown in Figure 2-2.
2) On Advanced Tab, select “Jumbo Packet”. Set Value to “9014 Bytes” for Jumbo Frame
support or set value to “Disabled” for non-Jumbo Frame support, as shown in the bottom

window of Figure 2-2.
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3) On Link Speed, select “10 Gbps Full Duplex” for running 10-Gigabit transfer test, as shown
in Figure 2-3.

Intel(R) Ethernet Server Adapter X520-2 Properties [

Teamng | VLANs | BootOptions | Diver | Detais
General | Advanced | LinkSpeed | PROSetAdvanced

. *y Link Speed and Duplex Settings
(lntel)

Intel(R) PROSet Version: 25.0.0.1000

Link Status
@ Speed: 10.00 Gbps Full Duplex
Speed and Duplex 3
| 10 Gbps Full Duplex v 1 Diagnostics... ]

| Identify Adapter...

Speed and Duplex Setting: By default, Intel® adapters are set
to automatically detect and negotiate speed and duplex settings.
A setting other than Auto Negotiation restricts w hat the adapter
advertises during auto-negotiation.

ez »

0‘ Information icon

This icon is displayed w hen the device is not linked at its
maximum capable speed. In that case, if your device is setto -

ok ][ concel |

Figure 2-3 Set link speed = 10 Gbps
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4) On PROSet Advanced Tab, select “Performance Options” and click “Properties” button.
5) Set “Interrupt Moderation Rate” = OFF.

Intel(R) Ethernet Server Adapter X520-2 Properties (=35 Performance Options (]
Teaming | WLANs | BootOptions | Diiver | Detais Settings: value:
Geneisl | Advanced | LinkSpeed | PROSetAdvanced Direct Cache Access | ®_'I

0 ontrol
Interrupt Moderation Rate
Low Latency Interrupts

Receive Buffers
Transmit Buffers

( intel ) Advanced Adapter Settings

Setlings: Interrupt Moderation Rate
Seltings: — This sets the rate at w hich the controller moderates or delays the -~
Locall_y Administered Address - l Ploalies I generation of interrupts making it possible to optimize netw ork -
E‘;ﬁo';?ﬁ'; ‘g';;;f:"‘ throughput and CPU utiization. The Adaptive setting adjusts the
Petfomance Dplions interrupt rates_dynan_‘icaw depel_'nding on_trafﬁc type and netw ork
= usage. Choosing a different setting may improve netw ork and

onty & VLA = ) s r n
Receive Side Scaling 3 system performance in certain configurations.

Receive Side Scaling Queues =

‘Without interrupt moderation, CPU utilization increases at higher 7
Performance Options
Configures the adapter to use settings that can improve adapter - [ oK ] [ Cancel
performance.
[ ok ][ cance |

Figure 2-4 Interrupt Moderation Rate

6) Select “Low Latency Interrupts” and click “Properties” button.
7) On “Low Latency Interrupts” window, select “Use Low Latency Interrupts” and click “OK”

button.
. . ” . . .
8) Click “OK” button to save and exit all setting windows.
" e -
3 i [t 3o Low Latency Interrupts [5%m]
Performance Options X cYy P =5
Settings: ﬁ!.lse Low Latency Interrupts
Direct Cache Access Ll Properties I @) Use for packets with TCP PSH flag
Flow Control - - §
0 ot e _) Use for these TCP ports:
Low Latency Inl
Receive Guffers
Transmit Buffers q
Low Latency Interrupts Add
| Enables adapters to bypass interrupt moderation and immediately -
generate an interrupt w hen certain TCP packets arrive, allow ing 3 Remove
the systemto handle the packet more quickly. Certain applic ations 3
will have faster access to netw ork data because of the reduced -
data latency.
@ NOTES: [ Configures w hich packets bypass interrupt moderation and o
trigger immediate interrupts. 3
& [ this nntinn is 2nahled swstem CA |idilizatinn Y- Use for packets with TCP Any incoming packet w ith the =
PSH flag: TCP PSH flag w ill trigger an
o ] [ concel | immediate interrupt. The PSH |
flag is set by the sending
device.
Use for these TCP ports: Every pac eived on the -
| OK [ Cancel ]

Figure 2-5 Use Low Latency Interrupts
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2.3 Power Option Setting

1) Open Control Panel and select Power Options as shown in the left window of Figure 2-6.
2) Change setting to High Performance as shown in the right window of Figure 2-6.

——, y
@uv[@ » Control Panel » &ll Control Panel leems » - |4,

Adjust your computer's settings

qu
|
\f Power Options

_r

=
-

Search Contr

Programs and Features

= NoR =55

" Control Panel Home
View by:

Require a password on wakeup

Choose what the power
buttons do

®' Create a power plan

uls Recovery ﬁi Region and Language 2 Clgose when to tur off the
" Remote%pp and Desktop (;ﬁ Sound hen the computer

Connections ~ =
TU\ Speech Recognition @ Sync Center

i

:,l_'g System | i Taskbar and Start Menu
|yl Troubleshooting S& User Accounts

Windows Anvti _ See also

n : .
:‘:‘ Ug;;r::: ytime tij Windows CardSpace Personalization
User Accounts

RES wafiodosee Dofondas ol i nrie e Ciennealt

31-Aug-23

——
{_)=|% <« All Control Paneltems » Power Options
) 3

- | + | | Search Control Pansl ol

®
Select a power plan

Power plans can help you maximize your computer's performance or conserve
energy. Make a plan active by selecting it, or choose a plan and customize it by
changing its power settings. Tell me more about power plans

Preferred plans

Change plan settings

2

Balanced (recommended)

Autormatically balances performance with energy consumption on
capable hardware.

@ High performance

Favors performance, but may use more energy.

Change plen '.eﬂingji/

Show additional plans ~)

¥ Change settings that are currently unavailable

Figure 2-6 Power options
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3 FPGA board setup

1) Make sure power switch is off and connect power supply to KCU116 development board.

2) Connect 10Gb SFP+ cable from KCU116 board to PC.
3) Connect USB cable between PC to JTAG micro USB port.

Connect SFP+ to KCU116 board

Connect Power Cable

T e
Figure 3-1 Power, Ethernet, and micro-USB cable connection for KCU116 board

4)
5)

Power on system.

Open Vivado Hardware Manager to program FPGA by following step.
a) Click “Auto Connect” to connect with board.

b) Right Click at “xcku5p_0", then select “Program device ...”

c) Select “.bit” for configuration bit file.

d) Select “.Itx” for debug probe file.

e) Press “Program” button to program device.

4 Vivado 2019.1 O -
File  Edit TJeools Reports Window layout View  Help 1 Quick Access
= (=] &5 * Dashboard = == Default Layout v
HARDWARE MANAG xiling_tef/Digilent/210308ABIDS59 72X
Hardware 2. 0mx MG-MG1 oo x
Q|x | & =]
|
Name Status
Properties Calibration and Margins
1 localhost (1 Connected
~  Table | Char eft Aligned | Chart (Rank 0) - Center Aligned
B¢ xiiin tci/Digilent/2_Open Name MIG_1 able | C 9 art (Re . o
@ xckuSp_0 (2) Programmed e e Q T & P® |ReadMode v | SimplePatten | Rising Clock Edge v
— Hardware Device Properties...
yshon [5ys Name Left Margin (ps) Center Point (ps) Right Margin (ps)
MIG 11 o Program Device..
- Rank 0
Verify Device.
Byte 0
C Refresh Device
Nibble 0 184 235 184
Show Bus Plot.. Nibble 1 180 21 184
Hardware Device Properties o Add Configuration Memory Device... Byte 1
® xckusp.0 Boot frem Configuration Memory Device Nibble 0 191 230 195
Program BER Key... Nibble 1 188 206 191
Name: xckuSp_0 Clear BOR Key.. Byte 2
Nibble 0 191 239 191
Part xckusp Program eFUSE Registers.
Nibble 1 180 249 180
1D cade: 04A62093 Export to Spreadsheet. e s
IRlength: 6 TS T Resd PerBit DBl DEskewW Sk Nibie 0 o s s
& - Read DQS Centering (Simple] ~ PASS
Status: . 9 (Simple) Nibble 1 184 232 188
‘ S 7 - Read Sanity Check PASS
e T —s 8-Write DQS to DQ Deskew  PASS
Tel Console x Messages Serial 1/0 Links Serial 1/O Scans -00n
Q T £ I B B @
A ~
"
ter (CELL NAME=-"u_ila 0"}11
i INFO: [Labt AppData/Roaming/%ilinx/Vivado/ . xi1/Vivado-33796-JackPC/backup/hw_ila_data_1.ila. Use Tc||
7 ERROR: [Labtoolstcl 44-513] HW Target shutdown. Closing target: localhost:3121/xilinx tcf/Digilent/210308AB9DSS Ll
: v
< >
Hardware Device: xckup_0

31-Aug-23

Figure 3-2 Vivado Hardware Manager
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¢ Program Device X

Select a bitstream programming file and download it to your
hardware device. You can optionally select a debug probes
file that corresponds to the debug cores contained in the '
bitstream programming file.

@

Bitstream file: rado/vivado.runs/tCAMIPTest+. blfl || Tr

Debug probes file: vivado/vivado.runs/tCAMIPTest.ltx

Enable end of startup check

N

Figure 3-3 Program Device

6) When configuration is completed, user can check status LEDs on board as Figure 3-4.

o LEDO is “Busy” status of TOE10G-IP. This LED is on when ethernet connection
between PC and board is busy, user can re-check connection cable and all ethernet
setting again.

o LED1 is “Connection on” status of TOE10G-IP. This LED is on when software open
connection to board successfully.

o LEDZ2 is show reset status.

o LEDS is always blink to show clock is working.

869!0 (EO»""""""""" TIC SVOHGYVC(A U‘X}TVCE VID I'IIC’-(- ]
annx e JVE
c18 L
LS @ SO0 3
L Pled VIE? Q - 0‘ S
=7 259 E—\
Sm < 'b'&k l650
:B ~ s 049 9412’ "
s 24 ¢ty Eon .

ll :"
S srssur U
> N o'z >

Figure 3-4 LEDJ3:0] status on board

31-Aug-23 Page 8



tCAM-KCU116-instruction-xilinx-en.doc

4 Integrated Logic Analyzer (ILA) setup

This designed block diagram of this demo is shown as in Figure 4-1. ILA is prepared to see

all control signals between tCAMIP and user logics design.

[ tCAMIPTest on KCU116

Rule Table
(256K x 9-bit)

p
Test PC

1-Gb Ethern

testReg

A

Rule Memory Interface

Rule Initial Control signals

keyData

)

tCAMIP

rd
764
keyVvalid

resultData

ya
732
resultValid

Figure 4-1 Demo environment block diagram

31-Aug-23
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4.1 ILA trigger condition

On demo running, user is able to use ILA to setup trigger condition and check the signal
waveform after trigger is detected. The prepared ILA signals are separated to 3 parts as (1) Rule

Initial control signals, (2) Rule Memory interface signals and (3) Input keys & search result signal
respectively.

4.1.1 To see Rule Initial Control signals

Figure 4-2 show trigger condition and Figure 4-3 show sample result from ILA when user
do initial rule table in topic 5.5

Trigger Setup - hw_ila_1 Capture Setup - hw_ila_1

Q + - o,

Name Operator Radix Value Port Comparator Usage
rulelnit == v  [B] v |1 v | probe2[0] 1 of1

Figure 4-2 Trigger setup for rule initial control signals

Waveform - hw_ila_1

Q4+ = &/ p » BB @ @l o M = ol
ILA Status: Idle

Name

> B ruleWidth[15:0] 0000 0000

0040

> % ruleCount(31:0] 00000000 00000000 00000alf

18 rulelnit |

4 ruleBusy |

> W ruleStatusCode[3:0]
4 ruleRdReq |
> ¥ ruleAddr[31:0] I
4 ruleRdValid
> M ruleData[8:0]
8 keyValid
> W keyData[63:0] 00000000 ' ‘ ‘ ‘ 0000000060000000
4 resultvalid 0 ‘
> W resultData[31:0] 00000000 ' ‘ ‘ ‘ 00000000

> M version[31:0] 80002842 8000842

Updated at: 2021-Jun-10 11:30:49

Figure 4-3 Sample result for rule initial control signals
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Figure 4-4 show trigger condition and Figure 4-5 show sample result from ILA when user do
initial rule table in topic 5.5

tCAM-KCU116-instruction-xilinx-en.doc
4.1.2 To see Rule Memory Interface signals

Trigger Setup - hw_ila_1 Capture Setup - hw_ila_1

Qa + - o

Name Operator Radix Value Port Comparator Usage
ruleRdReq == v [B] v 1 v  probe5[0] 1 of1

Figure 4-4 Trigger setup for rule memory signals

‘Waveform - hw_ila_1
Q' + — 2 > » B B @ a N + 1= o 4 ol &
ILA Status: Idle
Name
> M ruleWidth[15:0] 0040 0040
> M ruleCount[31:0] 00000a1f 00000alf

4 rulelnit

@ ruleBusy

> M ruleStatusCode[3:0]

| | | | | |

> % ruleAddr[31:0]
8 ruleRdValid
> % ruleData[8:0]
8 keyValid ‘
. W keyDatal63.0] i i ‘ EEEEEEfELIEErer
8 resultvalid ‘

> W resultData[31:0] 00000000 00000000

> B version[31:0] 80002842 80002842

Figure 4-5 Sample result for rule memory signals
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4.1.3 To see Input key and Search result signals

Figure 4-6 show trigger condition and Figure 4-7 show sample result from ILA when user do
initial rule table in topic 5.6

Trigger Setup - hw_ila_1 Capture Setup - hw_ila_1
Qa + - o

Name Operator Radix Value Port Comparator Usage
keyValid == v [B] v |1 v | probed[0] 1 of1

Figure 4-6 Trigger setup for input key and searching result

Waveform - hw ila_1
Q + = ¢ > » B B @ 6 i & K M 1= = o ol .3
ILA Status: Idle
Name
> B ruleWidth[15:0] 0040 0040
> W ruleCount[31:0] 00000a1f ‘ ‘ ' ‘ ‘ "~ 00000a1E
4 rulelnit
8 ruleBusy
> B ruleStatusCode[3:0]
48 ruleRdReq
> B ruleAddr[31:0]
4 ruleRdValid |
> M ruleData[8:0] ‘ ‘ i

| |

> M keyData[63:0] EEEEEEFEELELTELT 0000000 0100000 ££00000 0001000 0101000 ££01000 00££f000 01££000 ££££000 0000010 010000

4 resultValid ‘ |

> ¥ resultData[31:0] 00000000 00000000 }00000001 00000002 100000003 } 000000

> M version[31:0] 80002842 80002842

Updated at: 2021-Jun-10 14:47:12
> <

Figure 4-7 Sample result for input key and searching result
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5 tCAMIP demo software

tCAMIP demo software is used for preparing and sending rule and key pattern data to KCU116
board via 10 Gigabit Ethernet connection and getting the result of searching from tCAMIP.

The main features of tCAMIP demo software are as following.

1)

Rule creation.

2) Key creation.

3)

Initialization rule data table to FPGA development board.

4) Search key data and display result.
5) Compare expect data of key data searching to result data of key data searching.

5.1 Demo software interface description

IP Demo - O X

o

Rule table b Key data

AD A+l A2 Asd A4 AsS AsB A4T . A0 A+l As2 A+l As4 As5 As6 A+7 Expect Resut

Figure 5-1 Software interface

Figure 5-1 shows tCAMIP demo software and the description is shown as below.

Rule table is the user rule data display.

Key data table is the user key data display.

Rule width, Users can select data size modes.

Rule Creation, Users can generate rule data table pattern or load rule data table pattern
from the file.

Key Creation, Users can generate key data from rule table or load key data table pattern
from the file.

Hardware Connection, Users can communicate with FPGA development board in this part.
Which consists of connection with board, rule Initialize, key data search, result compare.

31-Aug-23 Page 13



tCAM-KCU116-instruction-xilinx-en.doc

5.2 File format for Rule data and Key Data

User can prepare Rule data or Key data file for this demo. The file format is shown as Figure
5-2 and Figure 5-3 for rule width 32-bit and 64-bit respectively.

1) The first line is header of file for specific number of byte data in this file like “A+0, A+1,
A+2, A+3” for 32-bit file format.
2) Next lines are data. The valid range of data is 0-255, others number and ‘x’ is defined to
don’t care value.

Rule table
) testoooLtet - . = | B % No. AD | Ad1 | As2 | A3
File Edit Format View Help 192 |168 |11 5
A+Q, A+l, A+2, A+3 - 2 (182 168 (11 |8
?[3%’ igg, Jl-i, g 3 192|168 |11 7
192 168, 11, 7 Load rule table from file | |4 12 (168 |11 [x
192, 168, 11, x 5 192|168 |10 4
192, 168, 10, 4 1= [ 1
192, 168, 10, 3 6 |192 ‘168 |10 3
192, 168, 10, x 7 192 168 10 x
192, 168, 9, 4 8 [1:2 |16 |: 4
192, 168, 9, x ; : i
192, 168, X, 3 S 192 ‘188 [ x
192, 168, x, X 10 192 168  |x 3
192, X, X%, X - ! L I° 1
10, X, X, X n |12 [168 |x x
X, x, %, 1 il 12 192 |x |x x
i f f|73 [10 |% |x Ix
\ r 14 x |x [x 1
Figure 5-2 Example of load rule file 32-bit
" test0001_Bbyte 2.txt - Notepad =RECN X Rule table
MNo. A+ A+l A+2 A+d Axd AsE AsB AT
File Edit Format View Help -15.2 w2 11 15 |6 |7 lg s
A+0, A+1, A+2, A+3, A+d, A+D5, A+6, A+7 . 2 192 168 |11 5 g 7 2 10
192, 168, 11, 5, 6, 7, 8, 9
192, 168, 11, 6, 6, 7, 8, 10 3 192 82 11 7 (6 [7 8 [n
ig%, igg, i]]:, 7, g, 7 g, ﬁ 4 192|168 |11 |x 6 |7 |8 12
' ' Xy ' 7y ' . -
192, 168, 10, 4, 6, 7, 8, 13 | oadruletablefromfile [> [ © ¢ & [7 8 |8
192, 168, 10, 3, 6, 7. g, 14 6 192 (168 (10 |3 |6 |7 |8 |14
192, 168, 10, x, 6, 7, 8, 15 - -
192, 168, 9, 4, 6, 7, 8, 16 — ’ 192 168 |10 |x |6 |7 |8 |15
192, 168, 9, x, 6, 7, B, 17 8 192 (168 9 |4 |6 |7 |8 |16
192, 168, x, 3, 6, 7, X, X 3 92 (168 |9 |x |8 |7 |8 |17
192, 168, x, X, 6, X, X, X
192, x. x. X. X. %X, x 0 (192 188 x (3 |8 |7 |x |x
10, Xy M, X, Xy Xy X 11 192 (188 |x x  6 [x |x |x
X,y X, X, 1, Xy L X I 12 182 |x x x x x x x
1| 1 2 13 10 |x x x x x x s
- 14 x x x 1 x x x x
Figure 5-3 Example of load rule file 64-bit
31-Aug-23 Page 14
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5.3 Rule table creation

To create the rule table, the step is shown as in Figure 5-4.

a5 t{CAM-IP Demo /::’\

Rule table Key data
No. A0 A+l As2 A+3 A A+ As6 As7 No. AsD A+l As2 A+3 As4 As5 As6 As7 Expect Result

- [m] X

tCAM-IP version : 1.01

Rule Creation

Pattem

RN CON O | O O
A-A7 |0 0 1 2

Fle |1\software\dataTest\test0001 | | From Fie

Key Creation
Numberofkey: 0/0

| Generstefom Rue | Sop | Shfe Key
Fie [n\software'dataTest\test00010a| | Fonfle

Hardware Connection
Inital Status: 0

| Dscomeat | o
| Sewch  Compae
rLatencyCount : 7

Figure 5-4 Rule creation process

1) Select Rule width mode for setup data size.
2) Create rule table, the user can select 2 modes as follows.
i) Generate rule data table from pattern as show in Figure 5-5.
a) Fill out valid range (0-256) of each byte in “Pattern”. Byte of pattern position starts
“A+0” left to right.
b) Click “From Pattern” to start generate rule table.

Rule table
No. A+l A+l As2 A+3 Asd AsD As6 AsT

Generate rule table
Pattem

AD-A3 15 10 25% [FromPatem | IS
1

A-AT7 1 1

W oo |~ M

0o oo oo o ololo oo o oo
0o oo oo o ololo oo o oo
0o oo oo o ololo oo o oo
0o oo oo o ololo oo o oo
oM oM M M XM oD oo oo o s

* ola/= | ala/l=|= | oo/ == |acla
e W o | m | W o | W o (X e % e

oMK o o oo ® KR R o o oo

Figure 5-5 Example rule data table pattern.
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i) Load rule data table from the file by click “From File” button to browse and load rule
data file.
3) When rule is created, rule data show in rule table as shown in Figure 5-4.

5.4 Key data table creation
To create key table, the step is shown as in Figure 5-6.

8! tCAM-IP Demo /') - O *
Rule table ~ Key data 2 :

No.  AsD A+l As2 As3 Asd A5 A6 AsT No. AsD Asl As2 Af; Asd A5 AsE As7 Bxpect Reab«\ e wekn AP vemen 101
B - oo [« [« [o o Bl s (5[0 [0 [s5(2ss(0 Jo o B4bt e

2 x x |0 |0 [x |x |0 |1 2 255 (255 0 0 255 (285 [0 1 2

Rule Creation

3 x [x [0 [0 [x |x [0 |« 3 255 (255 |0 |0 255 |255 [0 |255 |3 ot

4 x |x |0 [0 [x |[x |x |o 4 255 255 0 |0 255 |285 |255 0 4 p-83 0 |0 J[ || [Fompaten
5 x [x [0 [0 [x |x [« |1 5 255 (255 |0 |0 255 |25 |255 |1 5 Mz o o0 | Iz ]

6 x [x [0 |0 |x |x |x |« 6 255 255 0 |0 255 |255 |255 255 6

7 x |x 0 1 [x |x (o o 7 255 |255 |0 |1 |25 [255 |0 |0 |7 [ S A T DUGTE |
8 x x 0 |1 |x |x |o |1 8 255 255 0 1 (255 (255 0 1 |8 ; \, o

9 x x 0 |1 |x |x [o |« 9 255 (255 |0 |1 255 |255 |0 255 9 Numberofkey - 36736

° x |x |0 [1 |x |x |x |o 10 |255 |255 |0 |1 |255 |255 (255 0 |10 onerste from Pl T
noJx |x lo [1 [x [x [x |1 11 |255 |255 [0 |1 |255 |255 255 |1 |11

2 x |x [0 |1 |x |x |x |x 12 |255 |255 |0 |1 |255 |255 |255 | 255 |12 e From Hle
B |x |x [0 [« [x |x |o |o 13 |255 |255 [0 |255 |255 |255 |0 |0 |13

1w ool x ook [k ko |1 14 |255 (255 (0 (255 (255 (255 0 |1 |14 Hardware Connection

B |x |x |0 |x |x |x |0 |x 15  |255 |255 |0 255 |255 |255 |0 |255 |15 el

® |x |x [0 |x |x |x |x |o 16 |255 |255 |0 |255 255 |255 |255 |0 |16 LoE [

17 Jx |x [0 [x [x |x |x |1 17 |255 |255 |0 |255 |255 |255 255 |1 |17 Search

' x x 0 |x [x x x |x 18 |255 (255 0 255 255 |255 |255 255 |18 rLatencyCourt * 7

9 |x |x [x [0 [x [x |o |o 19 |255 |255 |255 [0 |255 |255 |0 |0 |19

20 |x ¢ [x [0 [x [x [0 [ 20 255 255 255 0 255 (255 (0 1 |20

21 |x |x |x [0 |x x |0 |« 21 255 |255 255 |0 |255 |255 |0 |255 |21

2 x [« [x o [x [x [x o 22 255 255 255 0 255 |255 (255 0 22

B |x |x |x [0 |x x |x |1 23 |255 |255 255 |0 255 |255 (255 1 |23

2 fx ¢ ¢ [0 [x [« [x [« 24 |255 |255 (255 |0 255 |255 |255 255 |24

% |x |x |x [1 |[x |x |0 |o 25 (255 |255 (255 |1 255 [255 [0 0 |25

% x |x |x |1 |x |x |0 |1 26 255 |255 (255 |1 255 [255 [0 1 |26

27« x| [0 [ [ Jo [« [ W12z [255 295 255 |1 255 (285 [0 285 27

Figure 5-6 Key creation

1) Create Key data, the user can select 2 modes as follows
i) Generate key data from rule table.
a) Click “Generate from Rule” to start generate all possible key data from rule table.
b) “Number of key: X /Y” is progress status by X is progress number of key and Y is
total number of keys from all combination of rules. (generating time depends on
the amount of key data)
c) “Stop” button is used for stop key generating.
i) Load key data from the file by click “From File” button to browse and load rule data
file.
2) When key data is created, the expect value will be generated automatically.
3) “Shuffle Key” button is used to shuffle each key in key table randomly.
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5.5 Initialization rule data to FPGA Development board

The step to initialize rule data is following as below and Figure 5-7.

1) Please make sure that LEDO (TOE10G busy) is off (please refer LEDs on board in Figure
3-4), before click “Connect” button.

2) When connection is completed, the text of the button will change to “Disconnect” and
LED1 (open connection status) is turn on. The button “Rule init”, “Search” button will be
enabled.

3) On Vivado Hardware Manager, setup trigger condition when rulelnit = ’1’ and other
signals are don’t care. Then press “Run trigger” button.

4) Click “Rule init” button to initialize data of rule table. Initialization duration time depends
on the amount of key data.

According to ruleTable size is 256K x 9-bit. If rule data is more than ruleTable size, the

verify error may be shown when rule data is written overflow.

“Initial Status: X” is active status for Rule transfer, Rule verify, Rule initial and Status code.

By X is running number of rule table, time count of Rule initial status and status code

which shows that process is still running.

e When rulelnit signal = ‘1°, Vivado Hardware Manger will show all interface signals of
tCAMIP.

¢ In case to see the difference trigger point, user can change trigger condition in Vivado
Hardware Manger on step 3).

5) When initialization is completed, the message box will popup “Rule initial completed”.

In case initialization is incomplete, “Initial Status:” is shown error message of status code.
@5 tCAM-IP Demo — O )
Rule table ~ Key data ~ Fude widh {CAMP version - 1.01

No AsD A+1 As2 A+3 A4 A AsE ALY No A+D A+l A+2 As3 Asd A5 A« A+T Expect Result

Bl - oo [k [x oo Bl (550 o [ss(sso [0 [ o “

2 x x 0 0 X X 0 1 2 255 |255 (0 0 255 (265 |0 1 2 Fude Creation

3 % % 0 0 x X 0 x 3 255 (255 |0 0 255 (285 |0 255 |3 P:ttem I

4 x x 0 0 |x x x [0 4 255 (255 |0 |0 [255 |255 (255 [0 |4 20-A3 0 |0 |[_J[2_] | FromPatem
5 ® ® 0 0 x ® ® 1 5 255 (255 |0 0 255 (255 |255 |1 5 aM-A7 [0 0 2

6 x x 0 0 x X x X 6 255 (255 |0 0 255 |255 |255 (285 |6 ) JJLI_

7 x x 0 [t [« x o o 7 255 255 |0 |1 |25 255 [0 0 |7 Ao |\acftwes'clatn oot douk001 4| NS
8 x x [0 [t x x 0 |1 8 |25 (255 0 [1 (255 (255 [0 |1 |8 Key Creation

9 x x [0 |1 x |x |0 x ] 255 (255 |0 |1 255 (255 (0 255 |9 Numberofkey : 36 /36

10 x x 0 1 x x x 0 10 255 |255 (0 1 255 (255 |255 |0 10 Generate from Rule Shuffle Key
n ® ® 0 1 x ® ® 1 1 255 (255 |0 1 255 (255 |255 |1 11 .
1z [x [ o [tk x x| 12 |25 255 [0 |1 |55 [255 |255 | 255 |12 Fie | IEEMETIFRIEENECRT| | From Fie
13 x x 0 X x X 0 0 13 255 (255 |0 255 |255 |255 |0 0 13

M fx |x o x |k [x Jo |1 14 |25 (255 [0 (255 (255 (255 [0 |1 |14 Herdare Comecion

Box lx [0 |x |x x |0 |x 15 255 (255 0 |255 (255 (255 |0 |25 15 1 )= LE

6 |x |x |0 |x |x |x |x |0 16  |255 |255 |0 255 |255 |255 |255 [0 |16 : o I e

17 x x 0 x x X X 1 17 255 (255 |0 255 |255 (255 |255 |1 17 Search

18 x x 0 X X X ® x 18 255 (255 |0 255 |255 |255 |255 (255 |18 rLatencyCount : 7

19 x x x ] x X 0 0 15 255 |255 |255 (0 255 (255 (0 0 15

20 x x x 0 X X 0 1 20 255 |255 (255 |0 255 (255 |0 1 20

21 x x x ] x X 0 x 21 255 |255 (285 (0 255 (255 (0 285 |1

22 x x x 0 x X x 0 22 255 |255 (255 |0 255 (255 |255 |0 22

2 x x x 0 x X x 1 23 255 |255 |2%5 (0 255 (255 (255 |1 23

24 x x x 0 X X ® x 24 255 (255 (255 |0 255 |255 |255 (255 |24

25 x x x 1 x X 0 0 25 255 |255 |255 |1 255 (255 (0 0 25

26 x x x 1 X X 0 1 26 255 |255 (255 |1 255 (255 |0 1 26

27 x x x 1 x X 0 x v 2 255 (255 |285 |1 255 (255 (0 285 |27 v

Figure 5-7 Rule initialization
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Searching key data
To search key data by the hardware of tCAMIP demo, the step is following as below and

Figure 5-8.

1) On Vivado Hardware Manger, setup trigger condition when keyValid = ’1’ and other
signals are don’t care. Then press “Run trigger” button.
2) Click “Search” button to run key data searching.
3) When search is completed, the message box will popup “Search completed”
¢ Vivado Hardware Manger will show all signals interface of tCAMIP as shown in Figure
5-9
¢ In case to see the different trigger point, user can change trigger condition in Vivado
Hardware Manger on step 1).
4) Result of key search will be displayed to ‘Result’ column. “rLantencyCount: X” show
number of clocks between first key data to first result data.

a5 tCAM-IP Demo — O X
Rule table ~ ST _( 4 ) tCAMHP version : 1.01
No. AsD As1 As2 As3 Ard AsS As6 As7 No. Al A+l As2 A3 A=t A5 A% A7 Bmec| Resut |\
Bl - [0 o [« [x Jo o 1 ERED 25 255 [0 [0 |1 1 rbit s
2 x |x o [0 |x |x |o |1 2 255 1255 |0 265 255 [0 |1 |2 2 A Crotion
3 x [x Jo Jo [x |x o [x 3 255 1255 |0 255 (255 [0 255 |3 3 P
4 x [k o Jo |x x [x o 4 255 1255 |0 255 |255 (255 [0 |4 4 20-23 0|0 _|[_JE_] [FomPatem
5 x [x Jo fo [x |x [« [ 5 255 1255 |0 255 (255 (255 (1 |5 5 YR o [
5 x koo o Jo x x lx |x 6 255 255 [0 |0 |255 |25 285 [255 |6 6
= . . 0 1 . . 0 - - 255 |255 [0 ] 255 1255 |0 0 - - File |1\software\dataTest'\test0001 txt From File
8 x [ o [1 [x |« o [1 8 255 255 [0 |1 [255 (255 0 [1 s 8 Key Crogtion
3 x [x o [1 [x [x o [x 9 255 (255 [0 |1 |255 |255 |0 |255 |9 9 Number of key 36/ 36
0 |x |x |0 |1 |x |x |x |0 10 |25 (255 0 |1 255 [255 255 [0 10 |1 e P
"mox x0T |x x |x |1 11 |25 [255 0 |1 255 285 (285 [1  |m1 n
2 x |x 0 1 |x |x |x |x 12 |25 |255 |0 |1 |255 |255 |255 |255 |12 |12 il [m\software\dataTes!test0001 ¢ | _ From Fle
B x |x 0 |x |x |x |0 |o 13 |255 [255 [0 (255 (255 [255 [0 |0 |13 |3
1w x x o x |x |x o |1 14 |255 255 [0 255 |255 (255 |0 (1 |14 14 Hardware Connpetiag
5 x |x 0 |x |x |x |0 |« 15 |255 [255 |0 (255 (255 265 |0 |255 (15 ||1s atus code ploted)
16 x |x 0 |x [x x |x 16 255 (255 |0 255 255 |255 (255 [0 |16 16 FLLL
17 x |x 0 |x |x x [x |1 17 |255 [255 [0 (255 (255 265 (255 [1 17 |7 Compare
18 x |x |0 |x |x |x |x |x 18 |255 (255 (0 255 255 [255 [255 (255 (18 |18 rLatencyCournt : 7
9 x |x |x [0 |x |x |o |o 189|255 |255 285 255 255 [0 |0 |19 |18
20 x |x x 0 |x |x |0 |1 20 |255 |255 285 25 255 [0 |1 |20 |20
21 x |x x 0 |x |x |0 |x 21 |255 |255 |255 255 255 [0 |285 |21 |21
2 |x |x |x |0 |x |x |x 22 |255 255 255 255 |255 (255 |0 |22 |22
2 x x x 0 |x |x [x |1 23 [255 |255 | 255 255 (255 (255 1 |23 |3
24 x x x 0 |x |x |x |x 24 (255 255 255 255 |255 [255 |25 |24 |24
23 x |x x |1 |x |x [o o 25  [255 255 (255 |1 (255 |255 [0 |0 |25 |25
% x |x |x |1 |x |x |0 |1 2% |255 |255 255 1 255 (255 (0 |1 26 |25
7 x x [v [« fx Jo [« [ | [27 205 [255 [255 |1 (255 [285 [0 (a8 |27 |7
Figure 5-8 Search key data
Waveform - hw_ila_1
Q + — ¢ > » B 3B @ Q M o M H = 5 [ a

ILA Status: Idle

LELILLLELL 0000££0 220 | 00LLEE0 | OALLLPD | £222220 | 0000LE

Figure 5-9 Sample of ILA result
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5.7 Compare

To compare between the expected value (from software) and result from hardware
searching, the step is as shown in Figure 5-10.

1) Click “Compare” button to compare expect data and result data of key data.
2) When comparing is completed, if compare have mismatch. The message box will popup
“Completed with X mismatch found”, By X is number of mismatches found.

85! tCAM-IP Demo
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=
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Figure 5-10 Step to compare data.
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Key Creation
Number of key : 36/ 36

Generate from Rule Shuffle Key
Fle [n\software\dataTest\test0001 tt| | From File
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