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TOE1G-IP FTP Server Demo Instruction

Rev1.1 2-Sep-16

1 Environment Setup
As shown in Figure 1 - Figure 2, to run TOE1G-IP FTP demo, please prepare

1)
2)
3)

FPGA Development board (KC705/ZC706)
ISE ver 14 .4 or later, or Vivado tool
For ZC706 board, use SFP-RJ45 adapter

Note: The demo uses FCLF-8520-3/FCLF-8521-3 to be SFP-RJ45 adapter

4)
5)
6)
7)

8)

‘FlleZilla" l‘

https://www.finisar.com/sites/default/files/downloads/finisar_fclf-8520-3 fclf-8521-3 100
Obase-t_copper_sfp_optical transceiver productspecrevel.pdf

Ethernet cable (Cat5e or Cat6) for network connection between FPGA Development
board and PC

PC with Gigabit Ethernet support

micro USB cable for programming FPGA between FPGA Development board and PC
Test Application “FileZilla” (test on ver 3.9.0.6) or “Default FTP Client on Windows OS”
running on PC

(Optional) USB mini cable can be connected FPGA Development board and PC for

monitoring FTP server operation through Serial console.

[#con Berial Console— snsss’
For Debug)

IP:192.168.11.42

Figure 1 TOE1G-IP FTP Server Demo Environment Setup on KC705
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Serial Console Ethernet
T - 2o nfFor Debug) Tt Cable

Ethernet

Serial

IP:192.168.11.25

Programming Micro |8
Cable g

IP:192.168.11.42

Figure 2 TOE1G-IP FTP Server Demo Environment Setup on ZC706
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2 Demo description

The demo designs to use 1 GB DDR3 memory on FPGA board to be the storage of FTP
server. The document shows FTP server operation when running by two FTP client
applications, i.e. FileZilla and default FTP client on Windows OS.

During data transferring between FPGA board and Test PC, LED on the board will be ON/OFF.
The description of LED is shown in Table 1.

Table 1 LED Definition

GPIO LED ON OFF
0 Data transferring No data connection
1/R TOE1G-IP receives data from PC No received data from PC
2/C Data transferring from TOE1G-IP to PC | No data transferring
3/L Data transferring from PC to TOE1G-IP | No data transferring
3 PC Setup

Please follow the same setting as described in “dg_toe1gip_instruction_xilinx_en” document
(standard demo).
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4 How to run demo

41 FPGA Programming
To run the demo, please follow these steps.
- For ZC706 board only, set SW11="00000" to configure PS from JTAG and set SW4="01"
to connect JTAG with USB-to-JTAG interface, as shown in Figure 3 - Figure 4.
S5Wi1

rrrrr
Bl BER '

Figure 3 SW11 setting to configure PS from JTAG on ZC706 board
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-JTAG on ZC706 board

- Connect micro USB cable from FPGA development board to PC and connect power
supply to FPGA board.

- (Optional) Connect USB mini cable from FPGA development board to PC and open serial
monitoring software on PC such as HyperTerminal. Terminal setting is BuadRate=115200,
Data=8 bit, Non-Parity, Stop=1.

- Connect Ethernet cable between FPGA development board and PC.

- Set up network setting on PC, following Topic 3.

- Power on FPGA development board.

- For KC705, open iMPACT and download “download_ftpserv.bit” to FPGA development
board. After download completely, check 1000 link status LED at DS11 (near RJ45). LED
must be ON to show that the Ethernet link is ready, as shown in Figure 5.
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13 ISE iMPACT (P.68d) - [Boundary Scan] [ =
--ﬂ File Edit Miew Operstions OQutput Debug Window Help - |5 X
I CnRnwEd =08
_Wm Fh::w; . . o8 X. Right chick device to select operations
il ga Boundary Scan T
B] SystemAlE L--E2
ml Create PROM File (PROM File Form,., E .
it (5] WebTalk Data T e
we kI3
WAFT F‘ro.ccssl:s 08 _K PR
Bornilable Operations are: TDOD
= Benrdary Scan
Corsols “wOF X
LCE cycle: NoWait -
A INFO: iHPACT — '1": Checking done pin....dons.
'1': Programwmed successfully. =
tl mn L]
| (B corsols a Errors | __t, Warnings
No Cable Connection Mo File Open

Figure 5 Programmer Environment

- For ZC706, open ISE command prompt or Vivado TCL Shell, change current directory to
ready_for_download, and run batch file as shown in Figure 6 and Figure 7. There is no
Ethernet LED status on ZC706, user can check from message on Serial console instead.

I

-

BN Adrninistrator ISE Design Suite 64 Bit Cormmand Prornpt

[o ][ @ ][]

s

:s\Kilinx~\14.6N\ISE_DSMed C:vPatready_for_download |
:\Pat\ready_fnr_ﬂnwn1nad)hc7@ﬁ_tn32ip_ftpseru.hatL

Figure 6 Example command script for download to ZC706 by ISE tool

B Yivado 20141 Tel Shell - Chxilindyivad o’ 2014, 1\ bintwivado.bat -mode tel

[ & S

-~

sesesesesd Jjuado vZBlid.1

C64-hit>

% S Build 881334 on Fri Apr
=% Copyright 1986-2014 Hilinx.

4 14:15:54 MDT 2014

=xxx JP Build 877625 on Frdi Mar 28 16:27:15 MDT 2814

Inc. All Rights Re=zerved.

Vivadox|zcVd6_toeZip_ftpserv.bhat_

Vivadox|cd C:- Pat- vready_for_download

Figure 7 Example command script for download to ZC706 by Vivado tool
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- On serial console, “Detect Client PC” message will be displayed when FTP server can
detect FTP client in the network. If message is not displayed, please check LAN cable and
Ethernet connection setting on PC.

B coms - puTTy

——= FTP Demn [Ver = 1.0] —---
Detect Client PC
Wait connection from FTIP client

Figure 8 Bootup message on Serial console
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4.2 FileZilla
This topic shows the step to use FileZilla software for connecting with FTP server. The demo
can support only upload and download the file. Delete operation is not supportted.

4.2.1 Setting and Connect
- Before connect to FTP server, open FileZilla setting firstly to set Maximum data
connection to be 1 by selecting Edit->Settings.
- In the new window, select Transfers -> Maximum simultaneous transfers = 1 (Default
value is 2), and click “OK” button as shown in Figure 9.

I FilezZilla Settings ==
File Wiew  Transfer Server Bookmarks Select page: Concurrent transfers
4 Netwark configuration wizard.., =1 Connection | Maximum simultaneous transfers: El S (110
Haost: Clear private data... E L ; . Limit for concurrent downloads: () = {0 for no limit)
i bedctive mode
[ Settings.., [ . Passive mode Lirit for concurrent uploads: i} : {0 for no limit)
i L FTP Proxy o
TP Speed limits

m

£ L Generie proxy || Enable speed limits
—-- Download limit: | 100 (in KiB/s)
: ile Types

| Bilacevioks mebiar Upload lirnit: 20 (in KiB/s)

) Interface Bursttolerance: | Maormal
-~ Themes
i Dateftirme format
i Filesize farmat Filter irvalid characters in filenarnes
i “ File lists /| Enable invalid character filtering
- Language = | \When enabled, characters that are not supported by the local operating system
infilenames are replaced if downloading such a file,
QK
| | Replace invalid characters with:  _
i Cancel | The following characters will be replaced: W /% 7" < > |

Figure 9 Set Maximum simultaneous transfers = 1

- Enter Host = “192.168.11.42”, and then click “Quickconnect” button, as shown in Figure
10.

[ FileZila =BG

Eile  Edit Miew Transfer 3Zerver Bookmarks Help  Mewswersion available!
| -IFEER 2 kg AFN
Host:| 192.168.11.42 Wsermarnz ] Password: Port: H

Fiqure 10 Enter Host name for FileZilla

- After connection successful, Empty directory is listed on the windows with “Directory
listing successful” message, as shown in Figure 11.
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[ 152.165.11.42 - FileZilla == =
File Edit “iew Transfer Server Bookmarks Help  Mewewersion availablel

- eFesR&® EATA

Host:  192.168,11.42 Usernarne:  anonymous Passweord: Part:
Command: PAaSY »
Response: 227 Entering Passive Mode (192,168,117, 44 1595 80)

Cormrmand: rALSD

Response: 150 Connection Accepted 1=
Response: 226 Transfer Ok (LN
Status: Directory listing successful -
Local site: [ « | Rernote site: | / -
Filename Filesize  Filetype Last rmodifiec § Filenarme Filesize  Filebype Last rmadified Perrmi
& Lacal Disk

Empty directory listing

i [, 1 o S ERr T 1 0
1 directory Ernpty ditectory.

serverfLocal file Direction Rerote file Size  Priority  Status

Queued files | Failed transfers | Successful transfers

£ B Qyeye: ermpty @9
Figure 11 Connect successful
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4.2.2 Upload File
Server uses 1 GB DDR3 memory to store file from the client. There are some limitations about
file size, file name length, and total number of file as follows.
1) Maximum capacity of storage on FTP server is 1,072,624,640 Byte
2) Maximum file name length is 30 characters
3) Maximum total number of file is 16 file
4) Only file transfer without file directory is supported

- To upload file by FileZilla, user can select the file on PC, and then “double-click” or
right-click->upload. Then, file will be uploaded to the server. Finally, the file will be
displayed in the server list, as shown in Figure 12.

[73 192.168.11.42 - FileZilla = [ =
File  Edit Miew Transfer Server Bookmarks Help  MNew wversion availabile!
L - Dre@2iBagEArn
Host:  192.168.11.42 Usernarne:  anomyrous Password: Part: |Quic|-:u:u:unneu:t Hv|
| [ =
Fesponse: 226 Transfer Ok T
Status:  File transfer successful, transferred 943 718, 400 beetes in 8 seconds Tl*dtllfd!l" Spud it more than
Status:  Retrieving directory listing...
Cormmand: T¥PE L 100 MB??G}"!Q#
Response: 200 Ok
Cornrnand: PaEy
Response: 22T Entering Passive bMode (192,168,171, 42,195,280}
Cornrnand: rALED
Response: 150 Connection Accepted [=
Response: 226 Transfer Ok L
Status: Directory listing successful .
Local site: | ChTemp', + | Rermote site: ‘ ! -
Filenarne Filesize Filetype Last rmodified | Filename Filesize Filetype Last rnodified
| DDR_size 1,073,675,7... File 19/11/2557 15: Lnoname.tx‘t 043,718,400 Text Document I
_ | IntelUZB3.log 31568 Text Document 771272555 1312
I nonarmetd 043,718,400 Text Docurent 127172558 17:]
e e J "l BT ] b
selected 1file, Total size: 943,718, 400 bytes 1file, Taotal size: 943,718,400 bytes
ServerfLocal file Direction  Rernote file Size Priorty  Status
[ Queued files | Failed transfers | Successful transfers (i]l
£ B Queus: empty a9

Figure 12 Example when upload file to server
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- As shown in Figure 13, if file name length of uploaded file is more than 30 characters, only
the first 30 characters will be used to be file name.

- Asshown in Figure 14 and Figure 15, transfer error will be found when uploaded file size is
too big or total number of file is more than 16.

[E 192.468.11.42 - FileZill

File Edit Miew Transfer Server Bookmarks  Help  Mewwersion available!

i -PDrefesBee EAPn -
Haost: 192.168.11.42 Username:  anomymous Passuward: Fart: Quickconnect B

Response: 150 Connection Accepted -
Response: 226 Transfer Ok

Status: Directory listing successful 2
Local site: | Ch\Temp', + | Rernote site: | f -
Filenarme : Filesize Filetype Filenarne . Filesize Filetype

| [estiizaaseysaniz 3456 199012548 | 536,870,912 File

4l m " Gl BT i | "
Selected 1 file. Total size: 536,870,912 bytes 1file, Total size: 536,870,912 bytes
ServerfLocal file Direction Rernote file Size Priority  Status
Queued files | Failed transfers Successful transfers (1)
£Em Queue: empty e e

Figure 13 Example when File name length is more than 30 characters

[ 192.166.11.42 - Flezill o= = |

File Edit ¥iew Transfer Server Bookrnarks Help  Mew version available!

i - ExePesRaeE)en
Host:  192.168.11.42 Usernarne:  anonymous Passward: Part: B

fia-ra i

llErrar:  File transfer failed after transferring 1,074,003,968 bytes in 9 seconds | i
tatus: starting upload of ChTemphiFilel 1GE

Status:  Retrieving directory listing...

Command: TYPEIL

Response: 200 Ok

Camtmand: PASY

Response: 227 Entering Passive Mode (192, 168,11 42 195,80}

Command: rALED

Response: 150 Connection &Accepted

Response: 226 Transfer Okl

Cornmmand: TYPE &

Response: 200 Ok

Command: PACY =
Response: 227 Eritering Passive Mode (192,168,11 42,195,830} | |
Command: STOR Filel_1GB 1=
Fesponse: 350 Permizsion denied |

Tror Grtical fle transter error 1 =

| -

Local site: | CihTemph, w | Remote site: |/ -
Filenarne - Filesize Filetype Last modified Filenamg Filesize Filetype Last modified Permissions  ©
| Filel 1GE 1,153,433,6... File 13/1/2558 9:23:44 || Filel 1GE 1,073,673, File
4 HE | b
Selected 1 file, Total size: 1,153,433,600 bytes 1file. Total size: 1,073,673,216 bytes
Serverflocal file Direction  Rernote file Size  Priority  Status
Queued files F-alledtransfers (1) Successtul transfers.
£ BB Qyeye: empty @

Figure 14 Error when uploaded file size is more than space area in DDR3
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[ 192.166.11.42 - FileZilla
File Edit ¥iew Transfer Server Bookrnarks Help  Mew version available!
i - BrePesRagE)den
Host: 1921681142 Usernatre:  anonymous Password: Port: B
Response: 150 Connection Accepted -
Response: 2216 Transfer Ok
Status: Directory listing successful
Status:  Starting upload of CATemp'filelf
Cornmmand: TYPE&
Response: 200 Ok
Carnrmand: PASY
Response: 227 Enitering Passive Mode (192,168,11 42,195, 80)
Command: STOR fileld
| ; issi ied (|
Error:  Critical file transfer errar =
Local site: | CiiTemph, w | Remote site: |/ -
Filename’ Filesize Filetype Last modified = Filenamg Filesize Filetype Last modified Permissions
|| file01 7,104,256 File 20112557 10:05:27 | fileOD 7,104,256  File 4,
| |filen2 67,104,256 File 20/11/2557 10:05:27 — || filen1 67,104,256  File
L [filel3 7,104,256 File 2041172557 10:05:27 L |filel2 7,104,256 File
|| file04 67,104,256 File 201172557 10:05:27 | file03 67,104,256 File
| |file5 67,104,256 File 204112557 10:05:27 | filend 67,104,256 File
|| file0g 67,104,256 File 201172557 10:05:27 | file05 67,104,256 File
| |file? 67,104,256 File 20/11/2557 10:05:27 | filed 67,104,256 File
|| file08 67,104,256 File 201172557 10:05:27 | file07 67,104,256 File
|| filend 67,104,256 File 20/11/2557 10:05:27 | |fileg 67,104,256 File =
|| file1 67,104,256 File 20/11/2557 10:05:27 = filens 67,104,256 File
| |file11 67,104,256  File 201172557 10:05:27 | |file10 67,104,256 File
L |filel2 67,104,256 File 20/1172557 10:05:27 L |file1l 67,104,256 File
|| file13 67,104,256 File 2041172557 10:05:27 | filel2 67,104,256 File
| |fileld 67,104,256 File 20,/11/2557 10:05:27 | |file13 67,104,256 File
|| filel5 File 31/10/2557 9:35:56 | |fileld 67,104,256 File
| 31710/ | |filel5 4,096 File i
| IntelUSB3.log 37,062 TextDocument  7/12/2555 13:27:51 | ™
-~ - | "[ { 3
Selected 1file, Total size: 4,006 bytes 16 files, Total size: LO0G,567,936 bytes
ServerfLocal file Direction Rermote file Size Priority Status
| Queued files | Failed transfers (1) f.S“u'cces;%ui'i:ransf-érs' (16)
FEm Queue: empty LR
Figure 15 Error when uploading 17" file
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4 2.3 Download File

To download file by FileZilla, user can select the file on server side, and then “double-click”
or right-click->download. Then, file will be downloaded from server to store to current
directory on PC. Finally, file will be stored in the current directory on PC.
“File transfer successful with the size and time usage” will be displayed.

182.168.11.42 - FileZilla = -2 |

File Edit Miew Transfer Server Bookrnarks Help  Mew wersion available!
i -BxePeiBRke a9 n
Host:  192.168.11.42 sername:  anonymous Password: Port: Quickconnect |j

Comrmand: pASY *
IRes anze 227 Entering Passive Mode (192,168,117, 42,195,80)
Cormrmand: RETRTest.bctl
Fesponse: 150 Connection &ccepted Transfer !pd&d it more than
Fesponse: 226 Transfer Ok
Status:  File transfer successful, transferred 943,718 400 bytes in 8 seconds | 100 MB”*-"”“‘
Local site: | CivTemph » | Rermnote site: | i -
Filename Filesize Filetype Last modified Filename Filesize Filetype Lastt
b Testixt 943,718,400 Text Docurnent 137142558 10:23:53 |_, Testibut 43,718,400 | Text Document
FiE 1l o ARl 1 i »
1file, Total size: 943,718,400 bytes Selected 1file, Total size: 943,718,400 bytes
serverfLocal file Direction Rernote file Size  Priority  Status
Queued files “Failed transfers Successtul transfers i[2)
£ B8 Queue: empty @ e

Figure 16 Example when download file from server
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File on the server cannot be deleted by user, and all files on the server will be disappeared
when the board is power-down.

As shown in Figure 17, “Permission denied” is returned from server when user delete the file
from the server.

[ 192.168.11.42 - FileZilla =R =

File Edit Miew Transfer Server Bookrnarks Help  Mew wersion available!

i - FzePleisBke B PN
Host:  192,168.11.42 Usernarne:  anonymous Passuard: Port EI

Response: 150 Connection Accepted =
Response: 226 Transfer Ok
Status: Directory listing successful 1=
Command: DELE Testbxt (4
Response: 550 Permission denied =
Local site: | ChTemph + | Remote site: | £ -
Filenarrie Filesize Filetype Last rodified Filename Filesize Filetype Lastr
é_}Test.tx‘t 943,718,400 Text Document 13142558 10:29:14 Est b 9_43_:_,."'1.E:_;4_I][I Test El[:-c_l_lrn_r'-_nt
4| e | kA 1L} | 3
Selected 1file, Total size: 943,718,400 bytes Selected 1file, Total size: 943,718,400 bytes
Server/Local file Direction Rermote file Size Priority  Status
. Queued files f"F-a-i-Ie_ci.t-rﬁFers E_éuccess-?ﬁ-l transfers (1) |
£ B8 Queue; empty e

Figure 17 Permission denied when delete file from server
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4.3 Default FTP Client on Windows OS

DG

This topic shows the step to use default FTP client on Windows OS for connecting with FTP
server. Similar to FileZilla, only upload and download the file are supported.

431 Connect

- Open windows explorer by selecting Start->Computer or using “windows key + E”.
- Type “ftp://192.168.11.42” into the address bar, and press enter.
- After that, FTP connection is available and empty folder on the server is displayed, as

shown in Figure 18.

[E=1 EoH =) [E=3 Hol =)
@Q"’! ;1 fip://192.168.11.42/4 | v | 43 || search192.. 2| @U'I ¥ » Thelnternet » 192,168.11.42 | | 42 |[ Searn1s2.. o
Organize = e > -9 Organize « Sy '9'
U Favorites O Favorites
Bl Desktop B Desktop
& Downloads & Downloads
= Recent Places = Recent Places Directory is empty
o Libraries o Libraries
=] Documents - | Documents -
“ 0 itemns “ 0 iterns
-~ -
Figure 18 FTP connect by default FTP client on Windows OS
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4.3.2 Upload/Download File

To upload/download file, user can drag and drop file from PC to the server for uploading or
from the server to PC for downloading, as shown in Figure 19.

- Progress of copying status is displayed during data transferring, as shown in Figure 20.

- File is available on server after completing file transfer, as shown in Figure 21.

=) ==
@Qv| . <« Local Disk (C:) » Temp v|¢,|| Search Temp e @\\:jv|f » Thelnternet » 132.158.11.42 '|"?|| Search 192.. 0 |
Organize - | Open - Print New folder = Bl @ Organize = s (7]
Mame : Diate modified Type Size
:_.___._ Testibe 13/1/2558 10:28 Text Docurnent 931,600 KE‘_I
[+ Copy |
= Testhet Date modified; 13/1/2558 10:29 G 0 iterns
Text Document Size: 900 MB ..;'
Figure 19 Drag and Drop to upload/download file
= Copying... E=8 =y ==
Copying ‘Testtut’
From '"Ch\Temp' to '/
R — |
Figure 20 Copying in process
=5EC
@Qv|-f » Thelnteret » 192.168.11.42 - |44 || search192.. P
Organize » & v @
® Test.bet
@ 1item
e,
Figure 21 Upload/download file complete
Page 15
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- Similar to FileZilla step, FTP server has some limitations about storage capacity, file name
length, total numbers of file, not supported sub-directory, and not support delete command.
The example of situation from above limitation is follows.

- Figure 22 shows the test result when file name length is more than 30 characters. Only the
first 30 character will be used to be file name in the server.
Note: User must refresh folder at server to update file name length after complete data

transfer.
(=== == EoR =
e, s 3 : - o A ) ) =]
&)=l « LocalDisk (€) » Ternp « 42| search Temp P @\J"I* b Thelnter.. » 102.168.1142 « 43 || search 192.. p
Organize » | | Open New folder Bz il I@ Organize « EE - G'
Marne Date modified Type I_ItestIJ123456?890123456?39012345 |
| L testd12345678901234567800123456 789 | 13/1/2558 12:17 File

Only 30 choracters are used

Too long file name

[ T }
test0123456789012345678901234567 89 U’ 1 item
File -

Figure 22 The example of too long File name

- Figure 23 - Figure 25 shows error message when transfer size of the file is bigger than
space area in DDR3, when total number of file is more than 16, and when user deletes the
file from the server in a sequence.

f "

FTP Folder Error @

f ~ ) Lr error occurred copying a file to the FTP Server. Make sure you hawve
\ ' permmission to put files on the serser,

Details:

The connection with the server was reset

b 0K

Figure 23 Error message when transfer size is more than space area in DDR3
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r

[= & ]E=]

@vv! <« Local Disk (C » Temp

[= ===

~ | 42 || Search Teme P @uq £ » Thelnter., » 1921651142

Crganize = | | Open New folder > 0O @ Crganize »
| [filedn | file08 | |filel6 | FTP Folder Error
| Jfilen1 | |filens
|_[file02 |_[file1d I W5 An error occurred copying a file to the FTP Server. Make sure you have
| file03 | |file1l S permission to putfiles anthe server,
| [filens | file12 Batails:
| filels || filel2 200 Ok

[ Jfileds | file1s
| Jfilenr | [file1s

fileld Date modified: 29/1)

227 Entering Passive Mode (192,168,11, 42, 195,80)
350 Permission denied

=

Y, |"‘} | | Search 192.. 0|

EE w -ﬁ.

File Size: 100
[
Figure 24 Error message when transfer 17t file to the server
FTP Faolder Error @

I.-”"_"\-. Ar error occurred deleting the file or folder on the FTP Sercer, Make
'Sl sure you have permission to access this folder,

Dretails:

550 Perrmission denied

. oK
Figure 25 Error message when delete the file in the server
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5 Revision History

Revision Date Description
1.0 16-Jan-15 Initial version release
1.1 2-Sep-16 IP core product renamed from TOE2-IP to TOE1G-IP
2-Sep-16
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