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1.

Introduction

Thank you very much for purchasing IP Lock. Please check that all the following items are in the

box. If anything is missing or damaged, contact your distributor or Design Gateway Co.,Ltd.

1.

1.1.

o w0

IP Lock writer

User’s manual

IP Lock device 3 pcs.

USB cable

CD ROM contains :

- IP Lock software

- IP Lock user’'s manual

- IP Lock core for Xilinx (ToplPLock.vhd, iplock.ngc and iplockex.ngo)
- IP Lock core for Altera (ToplPLock.vhd, iplock.vhd)

- Example VHDL design source codes ( Counter.vhd, Counter32Bits.vhd)
- Device driver (dgmchpusb.inf and dgmchpusb.sys)

Specifications

128-bit AES encryption

Resource : about 400 slices / 2 Block RAM on Xilinx FPGA, about 1200LE/ about 24,500
memory bit on Altera FPGA

IP Lock core and IP Lock device sent and receive data for checking every 200 msec.

Xilinx FPGA support only Spartan2, Spartan2E, Spartan3, Spartan3E, Spartan6, Virtex, Virtex2,
Virtex2Pro, Virtex4, Virtex5 and Virtex6

Altera FPGA support only Stratix, Stratix2, Stratix3, Stratix4, ArriaGX, Arria2GX, Cyclone

Cyclone2 and Cyclone3
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1.2. Minimum System Requirement

1. Pentium Il or compatible processor

RAM 256 MB

Windows XP

Xilinx ISE 7.1 or over for Xilinx FPGA designer

Quartus Il 4.1 or over for Altera FPGA designer

R T

1 Port USB

1.3. Caution

Please be careful this information when using IP Lock.

1. Please write user’s ID to IP Lock devices by IP Lock writer because user’s ID was not written

from shipment

2. Please use IP Lock core and IP Lock writer from same package because IP Lock writer has
unique writer’s ID. So if user writes same user’'s ID from different IP Lock writer, ID on IP Lock
device will mismatch from IP Lock core.
Please be careful mounting direction of IP Lock device.
Please be careful static electricity when mounting IP Lock device to board.

Voltage range of IP Lock device is +2.5V or +3.3V. Please be careful to supply voltage to it.

S

For Altera FPGA, user must register to Design Gateway Co.,Ltd for request license file.

1.4. Qualifications
1. Design Gateway Co.,Ltd do not guarantee quality of IP Lock If user re-model by your self
2. Design Gateway Co.,Ltd recommend user to evaluate IP Lock by using IP Lock Laboratories

pack and evaluation board before using IP Lock in mass production.
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1.5. Warranty Policy

1. Product warranty is valid for 1 year from purchasing date.

2. Warranty is void if any modification has been made to this product and any incorrect operation
from this manual or warranty sticker is torn or damaged.

3. In order to claim for product exchange or technical support within warranty period, official
receipt is required for unregistered customer as an evidence of purchasing whereas official
receipt is unnecessary for registered customer (please fill up registration card attached

herewith the product and send back to Design Gateway Co.,Ltd).

1.6. Customer Support

Customer can contact to support@design-gateway.com for support of any problem about IP Lock

or visit our website at www.design-gateway.com.

Your Personal information will be restricted with high confidentiality.
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2. IP Lock System

FPGA

Top Level of user’s logic

P ENABLE DCO

A
A
\ 4

User’s Logic Top IP Lock IP Lock device
g sCo o P DDO v

A

Figure 2-1 IP Lock System

From above block diagram, it is shown IP Lock system. IP Lock core communicate with IP Lock
device for check user’s ID. If user’s ID is correct, ENABLE signal is logic ‘1" (enable). On the other
hand, if user’s ID is not correct, ENABLE signal is logic ‘0’ (disable). User can use ENABLE signal from
IP Lock core to enable user’s logic. In IP Lock core, user can set user’'s ID (USERID) in HDL code. In
IP Lock device, user can set user’s ID to IP Lock device via IP Lock software. Both of them must be
same value.

IP Lock core use 3 signals for active. That is SC0O, DCO and DDO0. SCO signal is system clock for IP

Lock core. It use internal clock from user’s logic but SCO must have frequency range between 1-25

MHz. DCO and DDO signal is data signal. It use for communicate between IP Lock core and IP Lock
device.

Because ENABLE signal from Top IP Lock does not synchronous with user’s clock so user should
be add a D Flip-Flop in user’s logic as show in Figure 2-2 ENABLE signal that out from D Flip-Flop is

synchronous with user’s clock in user’s logic.

User’s Logic
ENABLE signal . D Q ; ENABLE signal
(from Top IP Lock) D-Flip Flop

User’s Clock R Clk

Figure 2-2 Recommend logic on ENABLE signal
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3. IP Lock core
3.1. |IP Lock core for Xilinx FPGA

Top IP Lock (ToplPLock.vhd)

ENABLE P SCO
h IP Lock core h
User's ID (iplock.ngc & iplockex.ngo) < » DCO
ser’s
(USERID) < > DDO

Figure 3-1 Top level of IP Lock for Xilinx FPGA

Figure 3-1 shows block diagram of top level IP Lock for Xilinx FPGA.

- Xilinx IP Lock core (iplock.ngc and iplockex.ngo): IP Lock core communicate with IP Lock
device for check user’'s ID before enable ENABLE signal. If communication between IP
Lock core and IP Lock device failed or user’'s ID is not same value, IP Lock will disable
ENABLE signal.

- User must copy iplock.ngc and iplockex.ngo to Xilinx project folder before start synthesis
and implement HDL code

- User's ID value (USERID) can set in HDL code and it must be same value with user’s ID in

IP Lock device.

3.2. 1P Lock core for Altera FPGA

Top IP Lock (ToplPLock.vhd)

ENABLE j sCo
- IP Lock core N
User's ID (iplock.vhd) < > DCO
ser's
(USERID) < > DDO

Figure 3-2 Top level of IP Lock for Altera FPGA
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Figure 3-2 shows block diagram of top level IP Lock for Altera FPGA.

- Altera IP Lock core (iplock.vhd): IP Lock core communicate with IP Lock device for check
user's ID before enable ENABLE signal. If communication between IP Lock core and IP
Lock device failed or user’s ID is not same value, IP Lock will disable ENABLE signal.

- User’s ID value (USERID) can set in HDL code and it must be same value with user’s ID in
IP Lock device.

- User must add IP Lock license into Quartus Il license as show in Figure 3-3 before start
synthesis and implement HDL code, If user does not have IP Lock license, User can not
synthesis and implement IP Lock core.

- IP Lock license file: user must send email to iplock@design-gateway.com for request IP

Lock license and Design Gateway Co.,Ltd request some information for register as shown
in Figure 3-4. Please fill this information in email.
- User can check Volume Serial Number by run DOS prompt and use command “dir” on

window drive as shown in Figure 3-5 .

P license.dat - Notepad j -0 x|
File Edit Format View Help
[# Quartust license =]

# Start Quartusll license

# End Quartusll license

# Start IPLock license
INCREMENT 7DS0_0001 alterad 9999.12 permanent uncounted 31B7BA09499F 4

YENDOR_STRING="1d]igc1854kNhlsZK420PqIwVi35aZ DIECGUKER IGWIQhCNYgrSOLYIL62EN1GROMQDZCYE 1UusOCBNOX Z9IPFaZi
KQMITDFQPALtYOGIZHGEQHIQBESFYBING ZAQWUEISv2BECRYISE" |

HOSTID=DISK_SERIAL_NUM=8c27bacS SIGN="1416 E439 BF41 69BC 9CaF

DDD6 4842 3998 CFS6 6728 OBY2 99BS BIAL DEID E933 0910 C269

0260 C32F 0583 E6CB C962 CSOF 4512 CBOF 489C 2D30 BOF7 5324 4

5240"

# End IPLock license

Figure 3-3 IP Lock license in Quartus Il license
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NamME / COMPANY: .ttt
IP Lock Serial NUMbDEr: .. ..o

Volume Serial NUMDET: ... i e

A0 [0 =TT

Figure 3-4 Information for register

M INDOWS  system32 cmd.exe

Uolume Serial Mumber is 8@57-C188

Directory of G:is

A8.-25-2086 11:23 AM
12,22 /2005 M

Ag. a5 /2 ARs

<DIR>

altera
38 AUTOEXEC.BAT
B CONFIG.SYS

Figure 3-5 Volume Serial Number

3.3. How to change user’'s ID in user’s logic

User can change user’'s ID in source code by using constant value. This constant value is 32-bit

binary. Figure 3-6 shows user’s ID in source code.

—-- IPF Lock core
Component TopIPLock is

Fort |
USEREEY fin std logic_wector (31 downco 0);
j=1ota] fin std logic;
jlotn] :oinout  std logics
oo :oinout  std logic:
ENAELE :oout std_logic

)
End Component TopIPLock:

-— U=zer's Logic
Component Counter32Bits Is

Port |
SyaClk i in std logicy
SysRstB i in std logic;
Enshble i in std logic;
LED i out std logic wector (3 downto 0)

1:

End Component Counter32Bits:

Constant Declareation

-- User's Key

constant cUSERKEY : ostd logic wvector (31 downto O ) := x"00000000":

Signal Declareation

=ignal rEnshle : =std logice;

Begin

Component Mapping

Figure 3-6 User’s ID in source code

IP Lock User’'s Manual
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4. |IP Lock Device

IP Lock device is device, which communicates with IP Lock core, for protect FPGA core. IP Lock
device must connect to FPGA (IP Lock core) all time. Figure 4-1 shows recommend schematic of IP

Lock device. Voltage 1/0 of FPGA that connects to IP Lock device should be connecting to +3.3 - +5 V.

It is not neccessory, If user set
internal pull up in FPGA

-------------------

<
9]
o]

P Lock Device
1

__________________

0.1uF

o ® ~w @
[=]
o]
=1

%
3
4

L

Note : VCC support voltage 3.3 - 5 Volt

Figure 4-1 Schematic of IP Lock Device

For Xilinx FPGA, user can use internal pull up in FPGA by

- Setting in Design Object List. Create Area Constraints menu on ISE as show in Figure 4-2

or

- Adding text in ucf file (pin assignment file) of user’s logic as shown in Figure 4-3.

& xilink PACE - [Design Object List - 1/0 Pins] - 10 =
File Edit “iew I0Bs Areas Tools ‘Window Help =121 %]
|IDFH & o u L[N cEIRR 24N EE =™
1/ Hame: /0 Direction| Loc Bank 1i0 Std. Vref | Vcco | Drive Str.| Termination
D [ P19 BANKO PLLLLF
ol InCut P195 BANKO PLLLLR
LED=0= | Cutput P14 BANKZ
LED=1=  |Cutput P150 B2
LED=2=  |Cutput P152 BANKZ
LED=3= | Cutput P154 BANKZ
SysChk  [Input L] BANKA
SysRstB [Input P156 BANKZ
#| Group|1/0 Direction| Loc 1/0 Std. Vref [ Veco| Drive Str.] Termination | st
4|LED  [Output |
| | »
For Help, press F1 v

Figure 4-2 Setting internal pull up on ISE

NET "DDO" LOC ="P196" | PULLUP ;
NET "DCO" LOC ="P199" | PULLUP ;

Figure 4-3 Setting internal pull up on ucf file
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For Altera FPGA, user can use internal pull up in FPGA by

- Setting in Assignment Editor on Quartus Il as shown in Figure 4-4

or

- Adding text in gsf file (Quartus Il Setting File) as shown in Figure 4-5

B2 EID YL

v}

€ pssignment Editor -0l x|
S [ ]
th
Q tpd
o tsu
= Cther Timing
E Logic Cptions
Advanced
Global Signals
11 Timing
Synthesis ;I
E| ’
| EHt || |

NECEOHIE

IFrom

Assignment Mame

Walue

Enabled

Weak Pull-Up Resistor

on

‘fes

‘weal Pull-Up Resistor

on

Yes

CEMEW =

Figure 4-4 Setting internal pull up on Quartus Il

set_instance_assignment -name WEAK_PULL_UP_RESISTOR ON -to DCO

set_instance_assignment -name WEAK_PULL_UP_RESISTOR ON -to DDO

Figure 4-5 Setting internal pull up on gsf file
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| E
E1
b
p
| 1
it :
}7: 12
B n[_| O L 11
h 0, [

M)

{ # +
s SR TR T 18 B e 7 A
r\/ __ILJT -

Al

Lnits INCHES* MILLIMETERS
Dimension Limits MIN ] HOM | MAX MIN ] NOM | MAX

Mumber of Pins n -] 2

Pitch p (050 1.27

Cvwarall Height A 053 061 (069 1.35 1.55 1.75
Molded Package Thickness A2 052 (056 061 1.32 1.42 1.56
Standoff & Al 004 007 010 0.10 0.18 0.25
Owerall Width E .228 237 244 5.79 6.02 6.20
WMolded Package Width E1 146 154 57 3.71 3.91 3.9
Owerall Length D 189 193 187 4.80 4.90 5.00
Chamfer Distance h 010 015 020 0.25 .33 0.51
Foot Length L 019 025 030 0.43 0.62 0.76
Foaot Angle [i] 0 4 a8 0 4 8
Lead Thickness C 008 008 010 0.20 0.23 0.25
Lead Widih B 013 .07 020 0.33 0.42 0.51
Iold Draft Angle Top i 0 12 15 0 12 15
Wold Draft Angle Bottorn B 0 12 15 0 12 15

* Controlling Parameter
§ Significant Characteristic

Figure 4-6 Package dimensions of IP Lock device

Figure 4-6 shows package dimensions of IP Lock device. Figure 4-7 shows footprint dimensions of

IP Lock device. Figure 4-8 shows typical circuit of IP Lock device.

—>| |<—o.050"rypica| Y

0.050"
4 Typical

‘|

0.250"

+ BN
—>| |<— 0.030"

Typical
FOOTPRINT 8 Places

Figure 4-7 Footprint of IP Lock device (All dimensions in inch)
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VCC

o<
o3
(o}

T IP Lock Device FPGA
1 g ¥—1 49 YCCO
2 7 ggg [D)gg 50 65 —X
3 [} 51 64 —X
4 5 *— 52 63 —X
01UF ¥— 76 62 —X
. *— 77 61 —X
¥—78 60 —X
— — = v 24
= H— 80 GND j

Note : VCC support wvoltage 3.3 - 5 Volt

Figure 4-8 Typical circuit of IP Lock device

5. IP Lock Writer

STATUS

Pin 1

Figure 5-1 IP Lock writer

IP Lock writer is shown in Figure 5-1. IP Lock writer use for write user’s ID to IP Lock device via IP
Lock software. IP Lock writer use USB bus power so it does not need external power to supply it. User
can insert IP Lock device into socket on IP Lock writer for write user ID and pin1 of IP Lock device is

as same as LED status position.

IP Lock User’'s Manual -11- PD0601-6-01-06E
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6. |IP Lock Software

zl

~ KEY

Uszer Input Key : || wirite Key

& Character ¢ Hex

- SERIAL

Serial No : | Wfrite: Serial
[Hex)
[ Auto Increase Read senial

P wersion
Mote: Character= All ASCI

Hew=0-F it

o EE Ok

Figure 6-1 IP Lock Writer software

IP Lock writer software is software to access IP Lock writer. Users can use this software to write
user’s ID and serial number to IP Lock device.
IP Lock writer software has 2 main controls
1. ID: This main control use for write user’s ID to IP Lock device. User can choice user’s ID format,
Character or HEX.
- Character format: Software write user’s ID to IP Lock device in HEX value using ASCII value
of each character.
- HEXformat: software write user’s ID to IP Lock device in HEX value.
2. Serial: This main control use for write serial number to IP Lock device. If user do not write serial
number to IP Lock device. Default serial number value is “FFFFFFFFFFFFFFFF”.
- Auto Increase is increase serial number value by 1
FW version button show version of firmware on IP Lock writer.
Note:
- Default user's ID in IP Lock device is “00000000” until user writes new user’s ID to IP lock
device.
- User must write user’s ID to IP Lock device at least one time before use it. Although user’s

ID, which is written to IP Lock device, is “00000000".

IP Lock User’'s Manual -12 - PD0601-6-01-06E
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7.

How to install device driver

Please follow these steps to install IP Lock device driver:

1. After plug in IP Lock writer to PC, Open Device Manager and will see device name “IP LOCK

WRITER Design Gateway” is shown below Other devices category (Figure 7-1). Click right

mouse then select “Update driver”.

& Device Manager

File Action View Help

e m HE B

v M@ ModNoteBook
i Audio inputs and outputs
3 Batteries
e Bluetooth
@ Cameras
B computer
= Disk drives
& Display adapters
i Firmware
Human Interface Devices
"= |DE ATA/ATAPI controllers
=2 Keyboards
0 Mice and other pointing devices
[ Monitors
I Network adapters
~ B7 Otherdeui

b4, [P LOCK WRITER Design Gateway

L7 MAPMASTO
7 MAP MAS-iOS
7 Wireless iAP
E? Wireless iAP
K7 wireless iAPv2

Figure 7-1 IPLock Writer device is shown in device manager

2. Select “Browse my computer for driver software.” (Figure 7-2).

){ Device Manage
File Action View Help

el L

|

v ».l._ ModNoteBook

i Audio inputs and outpuf
3 Batteries
e Bluetooth
@ Cameras
E Computer
wa Disk drives
5§ Display adapters
l Firmware
# Human Interface Devices
*= |DE ATA/ATAPI controllers
=2 Keyboards
0 Mice and other pointing
[ Monitors |
& Network adapters
v R? Other devices
BA! IPLOCK WRITER Des
E? MAP MAs-i0S

B Update Drivers - IP LOCK WRITER Design Gateway

How do you want to search for drivers?

- Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software for
your device, unless you've disabled this feature in your device installation settings.

rowse my computer for driver software

Locate and install driver software manually.

Figure 7-2 Select option “Browse my computer for drivers software”

IP Lock User’'s Manual
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3. Select “Let me pick from a list of available drivers on my computer” (Figure 7-3).

ﬁ Device Manager

« l Update Drivers - IP LOCK WRITER Design Gateway

File Action View Help
L4 7 Jlo:

v -_1‘.. ModNoteBook
i Audio inputs and
> 3 Batteries

Search for drivers in this location:

Browse for drivers on your computer

© Bluetooth DAProgram Files (x86)\DesignGateway\|PLock\Writer\Driver and INF -
> @ Cameras !
B8 computer H Include subfolders

> s Disk drives
[ Display adapters
> l Firmware

Human Interface [
» =2 |DE ATA/ATAP! cont
Keyboards
0 Mice and other pg
[ Monitors
> I? Network adapters
~ R? Other devices

category as the device.

= Let me pick from a list of available drivers on my computer
This list will show available drivers compatible with the device, and all drivers in the same

B imi s vasmarn

Figure 7-3 Select “Let me pick from a list of available drivers on my computer”

4. Select “Show All Devices” then click “Next”. (Figure 7-4)

&% Device Manager

Browse..

File Action View Help
e mE Hm B EX®
v & ModN
; ::: « @ Update Drivers - IP LOCK WRITER Design Gateway
6 Blu
» @ can Select your device's type from the list below.
B Con
» = Dis Common hardware types:
& Dis e
o B Fim @;_M .
@ Hu @ 61883 devices
. == IDE [58 ASUS Android Device
Key iy Audio inputs and outputs
- B mic i|| Audio Processing Objects (APOS)
[ Mo @ Audiopvideo control devices
> I Net 3 Batteries
v P O_'th | Biometric devices
M 9 Bluetooth
.:. ® Cameras
il & computer
i’. e Custom USB Devices
i; == Digital Media Devices .
™ Prin \
L rro
> M7 Sed Cancel
B caf r

Figure 7-4 Select device's type from the list

IP Lock User’'s Manual
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5. Click “Have Disk” as in Figure 7-5.

'.-_% Device Manager
Action
e
v & ModN
i Aug
3 Bati
e Blu

® can
0 con
- Dis
& Dis|
I Firn
@ Hul
== IDE
Keyl
O Mmic
[ Mo
& Net
~ K7 oth
M

)

S
&
§
L

File

o

3

l’w
M Prin
n Pro

| Seq
B c~H

View Help

H HmR B BX®

Select the manufacturer and model of your hardware device and then click Next. If you have a

< 0 Update Drivers - IP LOCK WRITER Design Gateway

Select the device driver you want to install for this hardware.

disk that contains the driver you want to install, click Have Disk.

(Retrieving a list of all devices)

Next

Cancel

Figure 7-5 Select device’s type from the list by click HaveDisk

6. Choose INF file from \installation folder\DesignGateway\IPLockWriter\Driver and INF and click

open as in Figure 7-6 then model “WinUSB” will be shown as in Figure 7-7

Figure 7-6 Choose INF file

'._‘.‘ Device Manager — O
File Action View Help
e X ®
v & ModN x
i Aug B {odata Deivare 1D IOCK WRITER Nocian Gat,
g :Iar é Locate File >
u
: g Can Sel Lookin: | | | Driverand INF -l @ e m-
= Cor ng Recent ltems
* wm Disl l [ Desktop Date modified Type
0 Dis Ii ¥ Network 11/15/2018 145PM  File folder
- B Fim Quick access | Iy Libraries 11/15/2018 1:45PM  File folder
Hu ¥ Dropbox 9/19/2014809AM  Setup Infc
. = IDE - a Phunis_ps Ruengsinsub /1972 P
K #& OneDrive
0 ME,I: Desktop [ This PC
= Mo M . } Downloads
— = = . Desktop
. I?- Net - Libraries ‘. 3D Objects
o O_th G | Documents
M (IE Musie
S (IE ! B Vvideos
il" < This PC |§| Pictures
i». - 0S(C)
i = " = WORK (D:)
i ' < Program Files (x86) >
= Network DesignGateway
: E Prin IPLockWriter .
Pro W Driver and INF
- 7 Seq = DATA (E) Cancel
B <. s TEMP (F) T
= Google Drive File Stream (G:)

IP Lock User’'s Manual
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evice Manager — O

-m
[w}

File Action \iew Help
o HE HM B BX®

v & ModN X

g’ ;”: « [ Update Drivers - IP LOCK WRITER Design Gateway
> al

0 Blu

' g Cal Select the device driver you want to install for this hardware.
L Cor

» wa Dis

0 Dis

- B Fim

Hu

. == IDE

Key

O mig
B Mo Model

. @ Net [E)WinUSB Device

~ K oth

M

7} Select the manufacturer and model of your hardware device and then click Next. If you have a
I. disk that contains the driver you want to install, click Have Disk.

D [=] This driver is digitally signed.

Tell me why driver signing is important

. l? Sed Next Cancel

Figure 7-7 WinUSB device is shown
7. In warning dialog (Figure 7-8), click “Yes”
b

Update Driver Warning

Installing this device driver is not recommended because Windows
cannot verify that it is compatible with your hardware. If the driver is
not compatible, your hardware will not work correctly and your
computer might become unstable or stop working completely. Do
you want to continue installing this driver?

)
°“

Figure 7-8 Warning dialog

8. Device driver install successfully then “WinUSB Device” will be shown in Custom USB Device

as in Figure 7-9.
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s Device Manager

File Action View Help

a e HHmE P EX®

v ;.4_ ModMNoteBook
Q Audio inputs and outputs
4 a Batteries
e Bluetooth
> @ Cameras
E Computer
v i Custom USB Devices
§ WinUSB Device
* w Disk drives
¥ Display adapters
- B Firmware
Human Interface Devices
- "= |DE ATA/ATAPI controllers
Keyboards
O Mice and other pointing devices
[ Monitors
4 I? Network adapters
E? Other devices
K7 MAP MAS-i0S
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Figure 7-9 WinUSB device is shown in device manager after driver install successfully
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8. Example VHDL design

The example source codes compose of Counter.vhd and Counter32bits.vhd.

Counter.vhd is

example code that shows how to connect between user’s logic and Top IP Lock. Counter32Bits.vhd is

example code that shows how to use ENABLE signal in user’s logic. The block diagram of example

VHDL design as shown in Figure 8-1

Top Level of user’s logic (Counter.vhd)

Top IP Lock (ToplPLock.vhd)
LED User’s Logic
- . ENABLE
SysRstB »|  (Counter32bits.vhd) P DCO
. IP Lock core
> _ DDO
SysClk Sco |, D "
User's ID
(CUSERID) >

Figure 8-1 Example VHDL design block diagram

Using Xilinx, the structure of source file for implement example design as shown in Figure 8-2

2] x|
Sources in Project; |

------ El HilinzSTDE xarnple0nTP.ise
b I0-dpg208
=[] counterbehavioral [ 5%ineS TDSourcehCounter vhd)

------ [ courteruck

------ @ counter32bite-rtl [ ilineS TD S ource\Counter328its. vhd)

= @ topiplock-behavioral [ ilineS T DS ource’T oplPLock. vhd]

“o[7] iplock

N B todule Yiew l B Snapzhot Wiew I TD Libran “iew I

Figure 8-2 Structure of source file in example HDL design project for Xilinx ISE

Using Altera, the structure of source file for implement example design as shown in
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Project Mavigator 2=l

E nitity
Cyclone: EF1C3T100CE

.... abig
(- 28 Counter

El-- 20 ToplPLock:ul_ToplPLOCK,

g&g |PLock:u_IPLock

------ jﬁg Counter32B itz:uZ_Counter32Bits

-Hierarch_l,ll Filesl & Design Llnitsl

Figure 8-3 Structure of source file in example HDL design project for Quartus |l

9. Troubleshooting

Following information may help user determine the problem and provides some plausible solution
when IP Lock do not operated on user’s board
Q: Enable signal from IP Lock is logic ‘0’ (disable)?
A: Please check IP Lock device direction is mounted correctly or assign pin in FPGA correctly or set
user’s key in IP Lock device and IP Lock core correctly.
Q: Power supply voltage for IP Lock device is correct?
A: Please supply voltage as same as level with FPGA I/O pin
Q: DDO and DCO of IP Lock device pull up?
A: If they do not have external pull up, it can use internal pull up in FPGA
Q: Do you use IP Lock core same package with IP Lock writer?
A: Because IP Lock writer has unique writer's ID. So if user writes same user’s ID from different IP Lock
writer, ID on IP Lock device will mismatch from |IP Lock core.

If user already check all item but IP Lock still do not work, Please contact us iplock@design-

gateway.com.
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